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[bookmark: _Toc536687414][bookmark: _Toc1472189][bookmark: _Toc1472303]Preface
The PEM-PAL network, launched in 2006 with the help of the World Bank, is a regional body that aims to support reforms in public expenditure and financial management in twenty-one countries in Central Asia and Central Eastern Europe by promoting capacity building and exchange of information. IA CoP, one of the three Communities of Practice around which the network is organized, has representatives from 21 countries of the Europe and Central Asia region. 
One of the IA CoP’s goal is to “contribute to improve Public Financial Management (PFM) systems, by supporting members to establish a modern and effective Internal Audit Service in their Governments that meets international and European Union (EU) standards and facilitates good governance in their public sector...”[footnoteRef:1]  [1:  Add reference to this. ] 

IA CoP activities contribute to further this agenda by offering in this document guidance for internal auditors on understanding and then assessing the effectiveness of Internal Control. The guide includes a series of criteria for assessing the maturity of internal controls which may be of use for internal auditors working in organizations that are at different levels of development of their PFM systems. 
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	Central Harmonization Unit

	COSO
	Committee of Sponsoring Organizations of the Treadway Commission

	EU
	European Union

	IA
	Internal Audit
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	Internal Audit Community of Practice 

	IC
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[bookmark: _Toc536687415][bookmark: _Toc1472192][bookmark: _Toc1472306]Part 1 Aims of the document
This document provides guidance developed by the PEMPAL Internal Audit Community of Practice to help internal auditors understand better the main features of effective internal control and how best to assess its maturity and effectiveness. 
The document:
Outlines the main features of internal control as promoted by COSO (Part 2 and Annex A).
Explains the purpose of each of the five components of internal control and the underlying 17 principles of internal control that need to be met for internal control to be effective (Part 3 and Annexes B1-B5). 
Identifies criteria for assessing the extent to which each of the principles has been met. (Annexes B1-B5).
Promotes a model for a four-level assessment of the maturity of Internal Control Part 4.
Presents a detailed framework for assessing the maturity of internal controls at these four levels drawing on the assessment criteria developed by PEMPAL as noted above. (Annex C)


[bookmark: _Toc536687416][bookmark: _Toc1472193][bookmark: _Toc1472307]Part 2 What is internal control?
[bookmark: _Toc536687417][bookmark: _Toc1472194]The definition of Internal Control
COSO defines internal control as: [footnoteRef:2] [2:  COSO. “Internal Control - Integrated Framework.” 2013] 

A process, effected by an organization’s Governing Bodies[footnoteRef:3],  management and other personnel, designed to provide reasonable assurance regarding the achievement of objectives relating to operations, reporting and compliance.  [3:  In COSO the term Board of Directors is used and this is translated as Governing Bodies in the public sector. ] 

How this definition should be interpreted for use in PEMPAL countries is outlined in Figure 1.
	Figure 1 The definition of internal control explored
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[bookmark: _Toc536687418][bookmark: _Toc1472195]The main components of internal control
COSO recognizes five inter-related components of internal control, all of which need to be in place and integrated for it to be effective across the operational, reporting, and compliance objectives noted in paragraph 4 above. The five components are: control environment, risk assessment, control activities, information and communication, and monitoring activities. These five components shown in Figure 2 below. 
Figure 2 The five Components of COSO
[image: ]
Internal control is not a process in which one component only affects the next component. It is a multidirectional process in which almost any component can and will influence another. 
COSO has developed 17 principles that must be present and functioning to meet the five components of internal control. The components and related principles are explained in detail in part 3 and Annexes B1-B5). 


[bookmark: _Toc536687419][bookmark: _Toc1472196]Limitations of Internal Control   the Concept of Reasonable Assurance
Internal control is a process providing reasonable assurance on the achievement of objectives. 
Internal control helps an organization achieve its strategic objectives, produce reliable financial and performance information and comply with relevant regulations. However, internal control cannot change a poor manager into a good one, nor can internal control influence external factors that can significantly impact the organizations operations, for example: or severe operational constraints resulting from major weather events. 
Inherent limitations of internal control may include: faulty human judgement in decision-making; simple human error and mistakes; and the need to balance the cost of controls against the risks and benefits involved. Internal controls may also provide limited protection in certain situations relating to fraudulent actions, such as collusion between two or more 
The aim of internal control is to achieve reasonable assurance that the organization will achieve its objectives. It would neither be desirable nor possible for internal control systems to provide absolute assurance that an organization will achieve all its objectives. 
[bookmark: _Toc536687420][bookmark: _Toc1472197]The Need for Internal Controls to be “Present and Functioning” and “Operating Together”
COSO clarify the requirements for effective internal control: that each of the 5 components and 17 relevant principles must be present and functioning and the 5 components must operate together.
The phrase “present and functioning” applies to both components and principles.
“Present” refers to the determination that components and relevant principles exist in the design and implementation of the system of internal control to achieve specified objectives.
“Functioning” refers to the determination that components and relevant principles continue to exist in the conduct of the system of internal control to achieve specified objectives.
“Operating together” refers to the determination that all five components collectively reduce, to an acceptable level, the risk of not achieving an objective.
[bookmark: _Toc536687421][bookmark: _Toc1472198]Providing Assurance on the Effectiveness of Internal Control using the three lines of defence
There is no single or straightforward way to assess the effectiveness of an organization’s system of internal control. Internal control needs to be present and functioning at every level of the organization and across all business processes. Every one of the personnel working in the organization implements internal controls in some way or another. Moreover, internal control must be continuously reviewed.


Many organizations use the three lines of defence model (Figure 3) to ensure that internal controls are present and functioning
Figure 3 The three lines of defence model[footnoteRef:4] [4:  Based on the IIA position paper THE THREE LINES OF DEFENSE IN EFFECTIVE RISK MANAGEMENT AND CONTROL January 2013] 
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Under this model: 
Operational management provides the first line of defence through implementation of internal controls in their everyday work; 
The management functions that oversee risk, control and compliance provide the second line of defence; and
Independent functions, specifically Internal Audit provide a third line of defence. 


[bookmark: _Toc536687422][bookmark: _Toc1472199][bookmark: _Toc1472308]Part 3 Detailed guidance on internal control
This part of the report outlines the further detailed guidance on internal control developed by PEMPAL.
[bookmark: _Toc536687423][bookmark: _Toc1472200]Understanding Internal Control – the points of focus
To help people understand the nature of each principle, COSO has identified explanatory areas of focus for each principle. (These are known as “points of focus” in COSO guidance). Annex A lists the principles and “points of focus” in detail for all the COSO principles.  
[bookmark: _Toc536687424][bookmark: _Toc1472201]Understanding internal control – interpreting the principles
To help internal auditors to understand fully the five components and 17 principles of internal control, Annexes B1 to B5 provide for each component:
	(a) A diagram for each principle illustrating how the points of focus might be interpreted – as illustrated alongside.
	[image: ]

	(b) A short commentary on the purpose and main features of each principle
	

	(c) A set of criteria for assessing internal control effectiveness developed during meetings of the Internal Control Working Group of IACoP
	


[bookmark: _Toc1472202]Applying COSO Principles in the public sector in PEMPAL countries
This section identifies important issues to be taken into account when applying COSO principles to the public sector in PEMPAL countries. [We should identify any issues and then provide examples of how each issue has been addressed in a particular country.]  
[bookmark: _Toc1472203]the need to match the legal framework in operation
In anglophone countries the legal system allows for the simple adoption of a set of COSO principles through enabling legislation that permits managers to follow the guidance issued by COSO. However, in many PEMPAL countries the legal system requires that public sector staff are given very specific legal mandates.  
Consequently, it may be necessary to frame COSO principles and advices as some form of standard or internal regulation so that they are consistent with the legal framework in each country.  For example:
In Moldova these have been framed as a set of internal control standards which have legal force through their issuance in the public Gazette. 
In Hungary,  .. add example of how these are promulgated. 
[bookmark: _Toc1472204]Add other issues suggested at IACoP meetings


[bookmark: _Toc536687425][bookmark: _Toc1472205][bookmark: _Toc1472309]PART 4 Internal Control Maturity Model
The public administrations in PEMPAL member countries are at different levels of maturity. For this reason, IACoP decided to develop a generic maturity (or capability) model for assessing the maturity of internal control. After researching a range of maturity models developed for different elements of organizational growth, IACoP decided on a four-level model to avoid a bias towards selecting the mid-point of the scale. The characteristics of the four levels are shown in table 1 below. 
Table 1 A four level model for assessing the maturity of Internal Control[footnoteRef:5] [5:  Based on: Determining Maturity Levels for Internal Control, September 16, 2015 (Weaver.com) 
] 

	Level
	Characteristics

	Level 1: Informal 
Ad-hoc /Chaotic
	The characteristic of internal controls at this level is that they are (typically) undocumented and in a state of dynamic change. They are driven in an ad hoc, uncontrolled and reactive manner by users to events. This provides a chaotic or unstable environment for internal control.

	Level 2: Defined 
Standard / Repeatable
	Initially at this level of maturity the characteristics are that some internal controls are repeatable, possibly with consistent results. Internal control discipline is unlikely to be rigorous, but where it exists it may help to ensure that internal controls are maintained during times of stress. Over time, sets of defined and documented standard control processes will be established and subject to improvement. This could be a lengthy developmental stage and is the level where most organizations will probably sit.

	Level 3: Managed & Monitored Predictable.
	At this level of maturity, the majority of internal controls are repeatable and generate consistent results. Internal control discipline is rigorous and ensures that internal controls are maintained in times of stress. Designed and documented standard processes exist and the focus is on continually improving internal control performance through both incremental and innovative changes and improvements.

	Level 4: Optimized 
Efficient / Effective
	The characteristics of internal control at this level is that the effectiveness of internal control is measured and benchmarked against best practice to ensure strong performance across different situations. 


Annex C presents a detailed framework for assessing the maturity of internal controls at the four maturity levels identified above.  It does this by drawing on the criteria developed by PEMPAL for each principle and point of focus as presented in Annexes B1-B5.  
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[bookmark: _Toc536687426][bookmark: _Toc1472206][bookmark: _Toc1472310]Annex A: Internal Control Principles and Points of Focus
COSO has provided guidance for each of the 17 principles which includes supporting details which it calls “points of focus”. The following table includes the “Points of Focus” that may be relevant in understanding the application of the principles to the Public Sector. 
	PRINCIPLES
	POINTS OF FOCUS

	Control Environment

	1 ‐ The organization demonstrates a commitment to integrity and ethical values.
	1.1 Sets the tone at the top The Governing Bodies[footnoteRef:6] and management at all levels demonstrate through their directives, actions and behaviour the importance of integrity and ethical values to support the functioning of the system of internal control. [6:  The word “Board” as used in COSO can be translated in the public sector as the entity or entities that are responsible for providing governance and oversight of the public sector organization concerned or Governing Bodies.  In some countries (for example, the United Kingdom) this governance role is filled by a board of independent Directors] 

1.2 Establishes standards of conduct The expectation of the Governing Bodies and Senior Management concerning integrity and ethical values are defined in the organization’s standards of conduct and understood at all levels of the organization and by outsourced service providers and business partners.
1.3 Evaluates adherence to standards of conduct Processes are in place to evaluate the performance of individuals and teams against the organization’s expected standards of conduct.
1.4 Addresses deviations in a timely manner. Deviations from the organization’s expected standards of conduct are identified and remedied in a timely and consistent manner.

	2 ‐ The Board demonstrates independence from management and exercises oversight of the development and performance of internal control.
	2.1 Establishes oversight responsibilities The Governing Bodies identify and accept their oversight responsibilities in relation to established requirements and expectations.
2.2 Applies relevant expertise The Governing Bodies define, maintain, and periodically evaluate the skills and expertise needed among its members to enable them to ask probing questions of senior management and take commensurate actions.
2.3 Operates independently The Governing Bodies have sufficient members who are independent from management and objective in evaluations and decision-making.
2.4 Provides oversight on the system of internal control The Governing Bodies retain oversight responsibility for management’s design, implementation, and conduct of internal control
For example: control environment: establishing integrity and ethical values,oversight structures, authority and responsibilities, expectations of competence and accountability to the board; risk assessment: overseeing management’s assessment of risks to the achievement of objectives, including the potential impact of significant changes, fraud, and management override of internal control; control activities: providing oversight to senior management in the development and performance of control activities; information and communication:  analyzing and discussing information relating to the  achievement of the organization’s objectives; monitoring activities: assessing and overseeing the nature and scope of monitoring activities and management evaluation and remediation of deficiencies

	3 ‐ Management establishes, with board oversight, structures, reporting lines, and appropriate authorities and responsibilities in the pursuit of objectives.
	3.1 Considers all structures of the organisation Management and the Governing Bodies consider the multiple structures used (including operating units, geographic distribution, and outsourced service providers) to support the achievement of objectives.
3.2 Establishes reporting lines Management designs and evaluates lines of reporting for each organisational structure to enable execution of authorities and responsibilities and flow of information to manage the activities of the organization.
3.3 Defines, assigns, and limits authorities and responsibilities: Management and the Governing Bodies delegate authority, define responsibilities and use appropriate processes and technology to assign responsibility and segregate duties as necessary at the various levels of the organisation:
Governing Bodies: retain authority over significant decisions and reviews management assignments and limitations of authorities and responsibilities;
Senior management – establishes directives, guidance and control to enable management and other personnel to understand and carry out their internal control responsibilities;
Management – guides and facilitates the execution of senior management directives within the the organization and its subunits;
Personnel - understands the organization’s standards of conduct, assessed risks to objectives, and the related control activities at their respective levels of the organisation, the expected information and communication flow and monitoring activities relevant to their achievement of objectives;
Outsourced service providers – Adheres to management’s definition of the scope of authority and responsibility for all non-employees engaged.

	4 ‐ The organization demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives.
	4.1 Establishes policies and practices Policies and practices reflect expectations of competence necessary to support the achievement of objectives.
4.2 Evaluates competence and addresses shortcomings. The Governing Bodies and management evaluate competences across the organisation and in outsourced services providers in relation to established policies and practices, and act as necessary to address shortcomings.
4.3 Attracts, develops, and retains individuals. The organization provides the mentoring and training needed to attract, develop and retain sufficient and competent personnel and outsourced services providers to support the achievement of objectives.
4.4 Plans and prepares for succession Senior management and the Governing Bodies develop contingency plans for assignments of responsibility important for Internal Control.

	5 ‐ The organization holds individuals accountable for their internal control responsibilities in the pursuit of objectives.
	5.1 Enforces accountability through structures, authorities, and responsibilities Management and the Governing Bodies establish the mechanism to communicate and hold individuals accountable for performance of internal control responsibilities across the organization and implement corrective actions as necessary. 
Establishes performance measures, incentives, and rewards Management and the Governing Bodies establish performance measures, incentives and other rewards appropriate for responsibilities at all levels of the organization, reflecting appropriate dimensions of performance and expected standards of conduct, and considering the achievement of both short-term and long-term objectives.
Evaluates performance measures, incentives, and rewards for ongoing relevance Management and the Governing Bodies align incentives and rewards with the fulfilment of internal control responsibilities, develop performance measures, and evaluate performance.
Considers excessive pressures Management and the Governing Bodies evaluate and adjust pressures associated with the achievement of objectives as they assign responsibilities, develop performance measures, and evaluate performance.
Evaluates performance and rewards or disciplines individuals Managers and the Governing Bodies evaluate performance of internal control responsibilities, including adherence to standards of conduct and expected levels of competence and provide rewards or exercise disciplinary action as appropriate.

	Risk Assessment

	6 ‐ The organization specifies objectives with sufficient clarity to enable the identification and assessment of risks relating to objectives.
	6.1 Operations objectives
Reflects management’s choices: operations objectives reflect management’s choices about structure and performance of the organisation
Considers tolerances for risk: management considers the acceptable levels of variation relative to the achievement of operations objectives
Includes operations and financial performance goals: the organization reflects the desired level of operations and financial performance for the organisation within operations objectives.
Forms a basis for committing of resources: management uses operations objectives as a basis for allocating resources needed to attain desired operations and financial performance.
6.2 External Financial reporting objectives
Complies with applicable accounting standards: financial reporting objectives are consistent with accounting principles suitable and available for the organization. The accounting principles selected are appropriate in the circumstances.
Considers materiality: management considers materiality in financial statement presentation.
Reflects the organization activities: external reporting reflects the underlying transactions and events to show qualitative characteristics and assertions.
6.3 Internal reporting objectivES
Reflects management’s choices: Internal reporting provides management with accurate and complete information regarding management choices and information needed in managing the organization.
Considers the required level of precision: management reflects the required level of precision and accuracy suitable for user needs in non-financial reporting objectives, and materiality within financial reporting objectives.
Reflects the organization activities: internal reporting reflects the underlying transactions and events within a range of acceptable limits.
6.4 Compliance objectivES
Reflects external laws and regulations: laws and regulations establish minimum standards of conduct which the organization integrates into compliance objectives.
Considers tolerance for risk: management considers the acceptable levels of variation relative to the achievement of compliance objectives

	7 ‐ The organization identifies risks to the achievement of its objectives across the entity and analyzes risks as a basis for determining how the risks should be managed.
	7.1 Includes organisation, region, and division levels the organization identifies and assesses risks at the organisation, region, and division levels relevant to the achievement of objectives.
7.2 Analyzes internal and external factors Risk identification considers both internal and external factors and their impact on the achievement of objectives.
7.3 Involves appropriate levels of management the organization puts into place effective risk assessment mechanisms that involve appropriate levels of management.
7.4 Estimates significance of risks identified. Identified risks are analyzed through a process that includes estimating the potential significance of the risk.
7.5 Determines how to respond to risks. Risk assessment includes considering how the risk should be managed and whether to accept, avoid, reduce or share the risk.

	8 ‐ The organization considers the potential for fraud in assessing risks to the achievement of objectives.
	8.1 Considers various types of fraud. The assessment of fraud considers fraudulent reporting, possible loss of assets, and corruption resulting from the various ways that fraud and misconduct can occur.
8.2 Assesses incentive and pressure. The assessment of Fraud Risk considers incentives and pressures. 
8.3 Assesses opportunities. The assessment of Fraud Risk considers opportunities for unauthorized acquisition, use or disposal of assets, altering of the organization’s reporting records, or committing other inappropriate acts.
8.4 Assesses attitudes and rationalizations. The assessment of fraud risk considers how management and other personnel might engage in or justify inappropriate actions.

	9 ‐ The organization identifies and assesses changes that could significantly impact the system of internal control.
	9.1 Assesses changes in the external environment. The risk identification process considers changes to the regulatory, economic and physical environment in which the organization operates
9.2 Assesses changes in the business model. the organization considers the potential impacts of new business lines, dramatically altered compositions of existing business lines, acquired or divested business operations on the system of internal control, rapid growth, changing reliance on foreign geographies, and new technologies.
9.3 Assesses changes in leadership. the organization considers changes in management and respective attitudes in philosophies on the system of internal control.

	Control Activities

	10 ‐ The organization selects and develops control activities that contribute to the mitigation of risks to the achievement of objectives to acceptable levels.
	10.1 Integrates with risk assessment. Control activities help ensure that risk responses that address and mitigate risks are carried out.
10.2 Considers the organization‐specific factors. Management considers how the environment, complexity, nature and scope of its operations, as well as specific characteristics of its organization, affect selection and development of control activities.
10.3 Determines relevant business processes. Management determines which relevant business processes require control activities
10.4 Evaluates a mix of control activity types.  Control activities include a range and variety of controls, and may include a balance of approaches to mitigate risks, considering both manual and automated controls, and preventive and detective controls
10.5 Considers at what level activities are applied. Management considers control activities at various levels in the organization. 
10.6 Addresses segregation of duties. Management segregates incompatible duties, and where such segregation is not practical management selects and develops alternative control activities

	11 ‐ The organization selects and develops general control activities over technology to support the achievement of objectives.
	11.1 Determines dependency between the use of technology in business processes and technology general controls. Management understands and determines the dependency and linkage between business processes, automated control activities and technology general controls.
11.2 Establishes relevant technology infrastructure control activities. Management selects and develops control activities over technology infrastructure, which are designed and implemented to ensure completeness, accuracy and availability of technology processing.
11.3 Establishes relevant security management process control activities. Management selects and develops control activities that are designed and implemented to restrict technology access rights to authorized users commensurate with their job responsibilities and to protect the organization assets from external threats.
11.4 Establishes relevant technology acquisition, development, and maintenance process control activities. Management selects and develops control activities over the acquisition, development and maintenance of technology and its infrastructure to achieve management’s objectives.

	12 ‐ The organization deploys control activities through policies that establish what is expected and procedures that put policies into action.
	12.1 Establishes policies and procedures to support deployment of management’s directives. Management establishes control activities that are built into business procedures and employees’ day-to-day activities through policies.
12.2 Establishes responsibility and accountability for executing policies and procedures. Management establishes responsibility and accountability for control activities with management (or other designated personnel) of the business unit or function in which the relevant risks reside.
12.3 Performs in a timely manner. Responsible personnel perform control activities in a timely manner as defined by the policies and procedures.
12.4 Takes corrective action. Responsible personnel investigate and act on matters identified as result of executing control activities.
12.5 Performs using competent personnel. Competent personnel with sufficient authority perform control activities with diligence and continuing focus.
12.6 Reassesses policies and procedures. Management periodically reviews control activities to determine their continued relevance, and refreshes them when necessary

	Information and Communication

	13 ‐ The organization obtains or generates and uses relevant, quality information to support the functioning of internal control.
	13.1 Identifies information requirements. A process is in place to identify the information required and expected to support the functioning of other components of internal control and the achievement of the organization’s objectives.
13.2 Captures internal and external sources of data. Information systems capture internal and external sources of data.
13.3 Processes relevant data into information. Information system process and transform relevant data into information.
13.4 Maintains quality throughout processing. Information system produces information that is timely, current, accurate, complete, accessible, protected, verifiable and retained. Information is reviewed to assess its relevance in supporting the internal control components.
13.5 Considers costs and benefits. The nature, quantity and precision of information communicated are commensurate with and support the achievement of objectives. 

	14 ‐ The organization internally communicates information, including objectives and responsibilities for internal control, necessary to support the functioning of internal control.
	14.1 Communicates internal control information. A process is in place to communicate required information to enable all personnel to understand and carry out their internal control responsibilities
14.2 Communicates with the governing bodies. Communication exists between the management and the Governing Bodies so that both have information needed to fulfil their roles with respect to the organization’s objectives.
14.3 Provides separate communication lines. Separate communication channels, such as whistle-blower hotlines, are in place and serve as a fail-safe mechanism to enable anonymous and confidential communication when normal channels are inoperative or ineffective.
14.4 Selects relevant method of communication. The method of communication considers the timing, audience and nature of information.

	15 ‐ The organization communicates with external parties regarding matters affecting the functioning of internal control.
	15.1 Communicates to external parties. Processes are in place to communicate relevant and timely information to external parties, including Parliament, partners, regulators and other external parties.
15.2 Enables inbound communications. Open communication channels allow input from beneficiaries or clients, suppliers, external auditors, regulators and others, providing management and the Governing Bodies with relevant information.
15.3 Communicates with GOVERNING BODIES. Relevant information resulting from assessments conducted by external parties is communicated to the Governing Bodies.
15.4 Provides separate communication lines. Separate communication channels, such as whistle-blower hotlines, are in place and serves as fail-safe mechanisms to enable anonymous or confidential communication when normal channels are inoperative or ineffective.
15.5 Selects relevant method of communication. The method of communication considers timing, audience and nature of the communication and legal, regulatory and fiduciary requirements and expectations.

	Monitoring Activities

	16 ‐ The organization selects, develops, and performs ongoing and/or separate evaluations to ascertain whether the components of internal control are present and functioning.
	16.1 Considers a mix of ongoing and separate evaluations. Management includes a balance of ongoing and separate evaluations.
16.2 Considers rate of change. Management considers the rate of change in business and business processes when selecting and developing ongoing and separate evaluations
16.3 Establishes baseline understanding. The design and current state of an internal control system are used to establish a baseline for ongoing and separate evaluations
16.4 Uses knowledgeable personnel. Evaluators performing ongoing and separate evaluations have sufficient knowledge to understand what is being evaluated
16.5 Integrates with business processes. Ongoing evaluations are built into the business process and adjust to changing conditions
16.6 Adjusts scope and frequency. Management varies the scope and frequency of separate evaluations depending on risk.
16.7 Objectively evaluates. Separate evaluations are performed periodically to provide objective feedback.

	17 ‐ The organization evaluates and communicates internal control deficiencies in a timely manner to those parties responsible for taking corrective action, including senior management and the Board, as appropriate.
	17.1 Assesses results. Management and Board, as appropriate, assess results of ongoing and separate evaluations
17.2 Communicates deficiencies. Deficiencies are communicated to parties responsible for taking corrective actions and to senior management and the Board as appropriate.
17.3 Monitors corrective actions. Management tracks whether deficiencies are remediated on a timely basis
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[bookmark: _Toc536687427][bookmark: _Toc1472207][bookmark: _Toc1472311]Annex B1 The Control Environment
1. This annex focuses on component 1 - the control environment which is the foundation of all other components of Internal Control. The Control Environment reflects the tone at the top of an organization. It depends in part on the structures established by management but also on the way that people act within the organization in fulfilling their responsibilities. For example, there is a need for policies to explain how people should act in certain situations, but there is also a need for management to demonstrate through their actions that they are following this guidance.  
The component contains five principles identified by COSO: 
1 ‐ The organization demonstrates a commitment to integrity and ethical values.
2 ‐ The Governing Bodies demonstrate independence from management and exercises oversight of the development and performance of internal control.
3 ‐ Management establishes, with governing body oversight, structures, reporting lines, and appropriate authorities and responsibilities in the pursuit of objectives.
4 ‐ The organization demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives.
5 ‐ The organization holds individuals accountable for their internal control responsibilities in the pursuit of objectives.
	Figure 4 The Principles and Points of Focus for Component 1 – The Control Environment.
[image: ]



[bookmark: _Toc536687428][bookmark: _Toc1472208]Principle 1: The organization demonstrates a commitment to integrity and ethical values
	Figure 5: Interpretation of principle 1
[image: ]



[bookmark: _Toc1472209]Commentary. 
It is not possible for people to act with integrity if they are not aware of the ethical standards that they are expected to follow. It is crucial therefore that each organisation provides its staff with guidance that explains the standards expected. This should include provisions to protect individuals that report wrongdoing (known as whistle-blowers). Having established clear standards of behaviour it is essential that actual behaviour is reviewed and that any deviations are fully investigated with discipline action when needed. 


[bookmark: _Toc1472210]Criteria for assessing internal control effectiveness:
Do senior managers “walk the talk” where what they say in terms of the behavior they expect from staff is consistent with the way they act.
Does the organization have one or more policies that define expected standards of behavior for managers and staff, including statements about ethics and values?  Do these include:
Code of Ethics.
Anti-fraud and corruption policy.
Policy of sexual harassment and abuse.
Arrangements for protecting whistleblowers.
Training in the standards of behavior expected.
Regular reminders to staff of the need to carry out their duties with integrity in ways that that meets the ethical standards established.
Are there processes in place to evaluate the performance of individuals and teams in meeting the ethical standards expected? For example:
All staff are required to self-assess and declare on a regular basis whether they have met the standards of behavior expected.
Conflicts of interest in the public sector are defined clearly, declared, and regularly recorded/signed and monitored. 
Declaration of assets and expenses are made regularly.
Is there a clear process for managing deviations from the standards expected? For example:
Data are kept on all deviation from the standards expected.
Deviations from the standards expected are investigated and action taken to address shortcomings.


[bookmark: _Toc536687429][bookmark: _Toc1472211]Principle 2: The Governing Bodies demonstrate independence from management and exercise oversight of the development and performance of internal control.
	Figure 6: Interpretation of principle 2
[image: ]



[bookmark: _Toc1472212]Commentary. 
This principle has been modified from the COSO guidance which refers to a Board of Directors. The principle applies to public sector organizations even when there is not a Board of Directors with oversight responsibilities.  This is because all public sector organizations should be subject to some degree of oversight from supervisory bodies external to the entity. There are a range of options for oversight in the public sector as noted in Table 2 below.


Table 2 Possible governing bodies in the public sector
	Arrangements in the public sectors to meet the role of governing bodies as identified during PEMPAL discussions  

	1. Head of the Organization (minister, etc) - a single person

	2. External Oversight Committee which could take different forms (e.g. Parliamentary Committee, Government Committee, Committee represented by different ministries)

	3. Oversight by line ministry or a superior organization

	4. Dual leadership: Minister (political leader) vs Secretary General (administrative boss)

	5. Colleague, Collegium, Board of the Agency/Department represented by the Executive only (with those appointed within organization)

	6. Audit Committees at the Agency/Department level with non-executive directors/independent members

	7. Audit Committee Centralized for the government 

	8. Thematic Boards: e.g. Internal Control Board led by Secretary General (or deputy SG)

	9. Dedicated unit or person in the Presidential Administration (for Presidential administrations) with specific oversight responsibilities


In the public sector, oversight arrangements will often be identified in legislation and may be supplemented by rules of procedure for certain governing bodies. Key features of COSO are that the Governing Bodies must operate independently and have the skills to work effectively. It is also essential that the Governing Bodies actually review the operation of internal controls.  This can often be done by reviewing the reports generated at the second and third lines of defence. 
[bookmark: _Toc1472213]Criteria for assessing internal control effectiveness:
Is there an independent Board of Directors responsible for oversight of management? 
If not, what level of independent oversight exists of the actions of management? See Table 2 above for examples of the type of oversight arrangements that may exist in PEMPAL countries.
Are oversight arrangements clearly defined, for example:
A legal framework which defines the oversight responsibility over IC.
Does the Board (or other governing odies) have the expertise to oversee the work on the Organization? For example:
Necessary skills and relevant experiences are defined and match the objectives of the organization. 
Governing body consists of members with various skills and competencies that are appropriate (education and qualification).
There is a clear process for appointing or recruiting members of the governing bodies.
Governing body has access to independent expertise as necessary. 
Governing body demonstrably supports the independence of Internal Audit as the third line of defence.
Does the Board (or other governing bodies) operate independently of management? For example: 
There is clear separation of the management decision making role from the oversight/advisory role.
There is a clear mandate for oversight of IC.
The information required to exercise oversight is collected on time and reported in an accurate and reliable manner.
Oversight arrangements have been evaluated for efficiency and effectiveness by the SAI
Does the Board (or other governing bodies) provide oversight of management’s implementation of the system of internal control? For example:
There is an established system of internal control oversight.
There are independent criteria for reporting internal control issues to the governing bodies.
There is a system established for providing a declaration concerning internal control system status within the organization.
There is an annual internal audit opinion on the effectiveness of internal control in the organization.
The Audit Committee provides a public report on the effectiveness of internal control.


[bookmark: _Toc536687430][bookmark: _Toc1472214]Principle 3 ‐ Management establishes, with governing body oversight, structures, reporting lines, and appropriate authorities and responsibilities in the pursuit of objectives.
	Figure 7: Interpretation of principle 3
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[bookmark: _Toc1472215]Commentary. 
The way an organization is organized has a direct impact on the way internal control operates. For example, organizations with separate regional offices will operate differently from those with one central office.  The desired structures need to be supplemented with clear reporting lines and these should be reflected in official organisation charts. There should be a clear definition of the authority and responsibility of all the individuals in the organisation. These should be clearly laid out in manuals and guides. Many organisations also have separate lists of all delegated authorities. 
Current best practice is to use the “three lines of defence” as an internal organisational model. These differentiate between (a) the first line responsibility of managers and personnel for providing effective internal control day to day; (b) the second line support functions who provide guidance on risk, control and compliance activities and review adherence to such guidance; and (c) independent functions such as IA who provide a third line of defence by assessing and reporting on the effectiveness of internal control.
[bookmark: _Toc1472216]Criteria for assessing internal control effectiveness:
Has management established clear internal structures including as necessary subsidiary units such as regional offices? For example:
There is an approved organization structure.
The structure established is clear and easy to understand.  
Relationships with external partners are clearly defined by management. 
There are contracts in place for outsourced service providers that clearly specify the responsibilities of these providers in relation to internal control. 
Governing bodies regularly review the effectiveness of the organizational structure.
Are the limits of authority clearly defined and communicated to staff? For example 
There is a clear written statement of delegated authorities of all staff 
Staff are provided with manuals or other guidance where the limits of authority are defined. 
IA provide assurance on the clarity of authorities and responsibilities.
Do internal structures result in clear reporting lines? For example:
There are formal organization charts that specify reporting lines.
There are few individuals with dual reporting responsibilities.
Does the organization understand and use the concept of three lines of defence in maintaining effective internal control? For example:
There is awareness by all staff of the roles of the first, second and third lines of defence. 
The results of the third line of defence are usable and actioned.


[bookmark: _Toc536687431][bookmark: _Toc1472217]Principle 4 ‐ The organization demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives.
	Figure 8: Interpretation of principle 4
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[bookmark: _Toc1472218]Commentary. 
You need good people to implement internal controls effectively. This principle examines whether there are the human resource policies that reflect the need for competent staff including systems for assessing whether staff perform their duties effectively.
Organizations who have a high turnover of staff or who cannot attract and retain staff of the right calibre will have difficulty running effective internal control systems. The principle therefore looks at the ability of the organization to attract, develop and retain people. It is also important to prepare for the succession of people in important posts. 


[bookmark: _Toc1472219]Criteria for assessing internal control effectiveness:
Is there a clear statement of the Human Resource policies and practices of the organization? For example:
There is an HR strategy document which outlines the goals of the HR policies of the organization
Circulars, manuals and guides clearly identify the competence and skills needed for staff using as necessary career frameworks, competency statements, job descriptions etc. 
HR strategy and policies are periodically reviewed by the governing bodies.
Does the organization evaluate the competence of staff and address shortcomings? For example:
There is a formal performance appraisal system which is applied to all staff.
The performance of staff is regularly assessed against the standards of competence expected. 
There are formal tests required of the skills of staff in critical functions such as internal audit.
Can the organization attract, develop and retain staff of sufficient quality to perform its functions? For example:
There is a mechanism for recruitment with pre-defined and clear rules.
There are clear qualifications required for all staff at the time of recruitment. 
There is a training plan for the organization as a whole and personal development plans for individuals.
The organization provides mentoring support to develop staff.
There is a mechanism to send staff to international seminars, conferences and workshops such as PEMPAL.
Promotion requirements within the organization are related to additional skills needed at higher levels of the organization.
There are mechanisms to reward high levels of staff performance with both financial and non-financial rewards. 
Does the organization plan and prepare for succession? For example:
The organization has identified key posts that should not be left unfilled.
The organization has identified positions where employee turnover is expected.
There is a “succession plan” for filling key posts in the organization.
There is a policy of regular staff rotation to broaden the skills mix available. 
There is a mentoring programme to help identify future leaders. 


[bookmark: _Toc536687432][bookmark: _Toc1472220]Principle 5 ‐ The organization holds individuals accountable for their internal control responsibilities in the pursuit of objectives.
	Figure 9: Interpretation of principle 5 
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[bookmark: _Toc1472221]Commentary. 
Internal control will not be effective if there are no processes in place for holding individuals accountable for the implementation of internal control. Accountability is reinforced by an effective performance management system for individuals which rewards or disciplines individuals. Performance management systems should consider any excessive pressures that may influence the way that people implement their duties. 
[bookmark: _Toc1472222]Criteria for assessing internal control effectiveness:
Does the organization enforce accountability through structures, authorities and responsibilities? For example:
Responsibilities are identified and allocated to individuals. 
There is a performance evaluation system that operates at different levels of the organization and focuses on how managers manage their Region / Offices / Divisions / Units. 
Employees are aware of their responsibilities through job descriptions or other mechanisms
Responsibilities meet the internal control and business objectives of the organization. 
Well-understood chains of accountability exist and most staff are held to account for their internal control responsibilities.
Individual objectives are linked to higher-level objectives in the strategy or management plan.
All staff are regularly held to account for their internal control responsibilities
Has the organization established performance measures incentives and rewards at all levels of organization? For Example:
There is a policy for setting objectives and Key Performance Indications (KPIs. At different levels of maturity this may exist at the “entity”, “business unit” and “individual” levels.
All staff are actively involved in setting their performance objectives and related KPIs.
Does the organization evaluate the relevance of its performance measures?
The second line of defence is responsible for reviewing the relevance of performance measures.
The quality and relevance of performance measures is regularly assessed by Internal Audit
Management attest to the relevance of their performance measures 
Does management consider excessive pressures that may impact the way people undertake their duties? For example:
There is a formalized procedure/mechanism for measuring the workload of staff which identifies situations of overload or underload and mechanisms to address these disparities
Management identify staff who are not taking enough time off from their duties. 
Staff suffering from stress-related illnesses are identified and changes made to workload to reduce such stress. 
There are staff counselling arrangements to identify staff facing undue pressures. 
Is there a staff performance management policy that provides for staff to be regularly assessed in terms of achieving their objectives? For example:
There is a formal performance appraisal system which is applied to all staff.
The appraisal system results in formal performance reports.
There is consistency between the level of duties undertaken and the rewards 
The performance appraisal results in rewarding staff positively and negatively (both financially and non-financial).

[bookmark: _Toc536687433]

[bookmark: _Toc1472223][bookmark: _Toc1472312]Annex B2 Risk ASSESSMENT
1. This annex focuses on component 2 – Risk assessment, which allows an organization to consider the extent to which potential events have an impact on the achievement of objectives. Risk assessment seeks to address key questions facing an organization: 
Are managers fully aware of the risks being taken by their staff? 
Are there areas where staff have to take risks that should be considered and supported by senior management?
What is the limit of risk that the organization and its staff should be subjected to? 
Is the organization taking on risks that could and should be shared with others? 
Is the organization putting in place controls that have little impact on the risks it faces?
Can some risks simply be accepted rather than controlled? 
Are risks recorded in risk registers and are they kept up to date 
The component contains four principles identified by COSO: 
6 ‐ The Organization specifies objectives with sufficient clarity to enable the identification and assessment of risks relating to objectives.
7 ‐ The Organization identifies risks to the achievement of its objectives across the organization and analyzes risks as a basis for determining how the risks should be managed.
8 ‐ The Organization considers the potential for fraud in assessing risks to the achievement of objectives.
9 ‐ The organization identifies and assesses changes that could significantly impact the system of internal control
	Figure 10 The Principles and Points of Focus for Component 2 – Risk Management.
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[bookmark: _Toc1472224]PRINCIPLE 6 The Organization specifies objectives with sufficient clarity to enable the identification and assessment of risks relating to objectives

Figure 11 Interpretation of principle 6
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[bookmark: _Toc1472225]Commentary.
Objective setting is a precondition for both accountability and performing effective risk assessment. Objectives must be set before managers can identify and assess the risks to their achievement and take necessary actions to manage these risks. And no accountability system can function without the existence of clear objectives. All objectives set should be “SMART”:
Specific
Measurable
Achievable/Attainable
Recorded and
Timetabled
This principle encourages managers to focus on the four types of objectives than may exist in the public sector.
Operations objectives relate to the purpose of a public sector activity or programme and form the basis for modern systems of Programme Based Budgeting.  The objectives should reflect choices (by managers) on how best to implement policies as there are always options relating to public sector policy implementation.  Ideally, objectives should include targets and KPIs to promote accountability for implementation. The objectives should also reflect the tolerance for risk. One way of illustrating risk tolerance is that it represents a level below 100% achievement of objectives that would still be considered successful performance. (example needed).
External reporting objectives relate to the requirement placed on all public sector organisations to report on their performance to their governing bodies (often this will be Parliament) and their stakeholders (which include the general public). External reporting should reflect the concept of materiality, where only the most important issues are reported. They should also reflect the reality as shown in the underlying transactions. Any financial reports should be produced in accordance with defined accounting standards. 
Internal reporting objectives relate to the wide range of internal reporting within an organization that is critical to the effectiveness of internal control. As with external reporting, objectives should reflect materiality and the underlying transactions. Managers should also consider how precise internal reports need to be. Preparing internal reports to a high level of precision may be costly and not worth the effort. For example, a report on the accuracy of transaction processing could be based on a 100% check of a small statistical sample of transactions and still provide management with reliable information on the accuracy of transaction processing 
Compliance objectives relate to those external laws and requirements that public sector organizations must comply with.  Compliance objectives may, for example, include laws on competition for public sector contracts, the treatment of staff and environmental standards. 
[bookmark: _Toc1472226]Criteria for assessing internal control effectiveness:
Does the organization specify objectives relating to its operations? For example:
There is a high-level strategy for the organization which contains the objectives of the Department as a whole. 
Each business unit in the organization sets annual objectives with targets and related KPIs.
Does the organization specify objectives relating to external reporting? For example:
The organization is required to prepare annual financial statements in line with the accounting standards adopted for the organization as a whole.  
Does the organization specify objectives relating to internal reporting? For example:
The finance division requires quarterly reports on budget execution from all business units.
Does the organization specify objectives relating to compliance with external laws and regulations? For example:
There is a policy explaining how managers should comply with government-wide environmental standards.


[bookmark: _Toc1472227]Principle 7 ‐ The Organization identifies risks to the achievement of its objectives across the organization and analyzes risks as a basis for determining how the risks should be managed
Figure 12: Interpretation of principle 7 
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[bookmark: _Toc1472228]Commentary.  
Once objectives have been set as provided for under Principle 6, management must identify risks to the achievement of these objectives and analyse these to determine how risks should be managed. COSO promotes the use of event-driven risk assessment where events are things that may happen and have a positive or negative impact on an organization: positive impacts are opportunities to achieving objectives and negative impacts are risks to achieving objectives. 
Risks should be addressed at all levels of the organization from assessing the impact on transactions (“transaction” risks) to assessing the impact on the organization as a whole (“corporate” risks). The process should assess both external events (weather events, social disruption, theft of assets, electrical supply problems) and internal events (staffing losses, machinery breakdowns, errors made by staff, etc). Managers should be able to distinguish events/risks that are within their control from those that are outside their control.
It is important that staff at all levels are involved in the process of identifying and assessing risks. Those staff responsible for processing transactions may have vital information on risk that is not known by their supervisors.
Having identified events that may represent risks, the organization must assess the significance of each risk to ensure that it is addressing the most important risks it faces. Common practice is to assess risk in three ways:
Likelihood, the probability that an event will occur – for example the chances of being hit by a meteor or hit by a car.
Impact, the consequence or seriousness if it occurs – for example, contrast the consequences of a plane crash landing against a car accident.  
Velocity, the pace at which an event happens. For example, contrast the warning period for a lightning strike and a major hurricane or snow storm.
Having determined the significance of the risk, management must decide how to respond to it. There are four main risk responses:
Avoidance. Stop doing the things that cause the risk (where this is possible). This may not be an option in some public sector organizations who are required by law to carry out activities that are inherently risky, for example police, fire and ambulance emergency services. 
Control (or reduction).  Decide to take action to reduce the likelihood or impact of risk. For example, additional controls are put in place to address a serious risk of fraud by beneficiaries of social services
Acceptance. Decide to accept the consequences of the risk and take no action to alter its likelihood or impact. This will usually be the response to any risks that (a) have both minimal impact and low likelihood or (b) occur so slowly that it is possible to respond to the risk in real time. 
Transfer (or sharing). The likelihood or impact of a risk is shared or transferred to a third party. One common example is where an organization takes out insurance to reimburse some or all of its expenses should the occur.  
The difference between inherent risk and residual risk should be clearly understood. Inherent risk is the risk to an organization in the absence of any management actions (risk response) to alter the risk’s likelihood or impact. Residual risk is the risk that remains after management’s response to the risk. Risk assessment is first applied to inherent risks. Once risk responses have been developed, management then considers residual risk. Note that where the response is to avoid or accept the risk inherent risk is the same as residual risk. 



[bookmark: _Toc1472229]Criteria for assessing internal control effectiveness:
Does the organization consider risks at different levels of the organization structure? For example:
There are separate risk registers for each operating unit and a corporate risk register for the main risks facing the organization as a whole. 
Does the organization consider internal and external events that may generate risks and opportunities? For example:
There is a formal risk assessment policy that explains how to identify and assess the impact of internal and external events. 
Does the organization ensure that all levels of staff are involved in risk assessment process? For example:
Risk assessments are usually carried out during meetings involving staff at all levels.
Does management estimate the significance of risks identified? For example:
The risk register contains assessments of the likelihood, impact and velocity of all risks identified.
 Has management determined how to respond to risks identified? For example:
The risk assessment policy provides for four possible risk responses - avoiding, transferring (sharing), accepting or reducing (controlling) risk. 



[bookmark: _Toc1472230]Principle 8 ‐ The Organization considers the potential for fraud in assessing risks to the achievement of objectives
Figure 13: Interpretation of principle 8 
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[bookmark: _Toc1472231]Commentary. 
The updated COSO framework in 2013 includes a specific principle on the need to address the potential for fraud to underline the need for this to be covered during the risk assessment process. 
Why do people commit fraud and corruption? Most policemen will say that crime has two fundamental elements: motive and opportunity. Criminals balance opportunity (the gain involved) with the risk of detection and punishment. The higher the gain, the greater the risks they are prepared to take. 
There is a significant difference between fraud and corruption. Fraud is an attack on the assets of the organization, whereas corruption is an attempt to influence decision-making processes in ways that benefit a third party. Since most organization have records of their assets, fraudulent action is usually visible from within the organization. Corruption, which involves a third party, may leave little trace internally, and is inherently more difficult to identify and prosecute. One of the main defences against fraud is to reduce the opportunity for an individual to steal assets without detection. One of the main defences against corruption is to limit the influence of any single individual on decisions that benefit third parties. 
COSO encourages managers to consider the many types of fraud and corruption that exists. This is an area where Internal Audit have considerable expertise and may therefore be able to assist management in identifying risks. 
COSO also underlines the importance of understanding the incentives, pressures and opportunities that may lead to fraud. There is no one profile of people who commit fraud and corruption. In many instances, fraud is carried out by people who are otherwise good colleagues. It is motive and opportunity that lead to crime.  Common risk factors include:
sudden changes in lifestyle;
individuals experiencing severe financial difficulties;
individuals that have strong personal relationships with major suppliers or contractors;
staff who rarely take leave or allow others to do their work; and
staff who are unwilling to be supervised or are uncooperative towards supervisors.
Finally, it is important to assess the attitudes of staff to fraud and corruption and the way they may rationalize their actions. For example: “How do they expect me to survive with the low salaries they pay me?”; “Everyone is corrupt in this organization!”; and so on.
[bookmark: _Toc1472232]Criteria for assessing internal control effectiveness:
Does management consider the different ways that fraud may be committed? For example:
There is an anti-fraud and anti-corruption policy that explains to staff the different ways that fraud and corruption may occur. 
Does the assessment of fraud risk consider incentives and pressures to commit fraud and corruption? For example:
All staff in managerial positions are required to provide a declaration of their financial status each year. 
Has management assessed the range of opportunities to commit fraud? For example:
The factors that lead to high turnover of staff in key roles have been identified.  
Does the assessment of fraud risk consider how management and staff might engage in or justify inappropriate actions? For example:
All staff are required to provide a declaration of their financial status each year,

[bookmark: _Toc1472233]Principle 9 ‐ The organization identifies and assesses changes that could significantly impact the system of internal control
Figure 14: Interpretation of principle 9 
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[bookmark: _Toc1472234]Commentary 
COSO underlines the importance of assessing the risks that arise because of changes in the way and organization operates. The risks arising from change are so wide ranging and pervasive that COSO recommends that they are considered as a separate principle of internal control.  COSO recommends that managers focus on three types of change. 
Change which happens outside the organization - the external environment. No organization, public or private, exists in a vacuum. What happens outside public sector organizations can have a significant impact on the way it operates or indeed its very existence. For example, changes in the law can result in the addition or the removal of major activities; a major social media campaign can help or hinder the implementation of key policies; etc. 
Changes in the way organisations work – the business model. There is always an increase in risk associated with new ways of working.  For example, the introduction of new technology; opening or closing offices; increasing the level of decentralized decision-making. 
2. Changes in the leadership of the organization. The person leading an organization has a major impact on the culture of that organization and consequently the all-important control environment. COSO therefore recommend that changes in leadership are considered during the risk assessment process. 
[bookmark: _Toc1472235]Criteria for assessing internal control effectiveness
Does the risk identification process consider changes to the political, legal, budgetary and physical environment in which the organization operates? For example:
There is a formal policy on operating procedures during severe weather. 
Does management consider the potential impacts of new ways of working including rapid growth in new technologies? For example:
There are pre-determined arrangements for opening and closing offices.
Has management considered changes in management and related attitudes in philosophies for internal control? For example:
There are specific jobs which have formal handover arrangements to ensure that information on key control activities are passed from one manager to another 

[bookmark: _Toc536687434]

[bookmark: _Toc1472236][bookmark: _Toc1472313]Annex B3 Control Activities
1. This annex focuses on component 3 – Control Activities which are the controls put in place to respond to risks, and the policies and procedures that help ensure that management directives are carried out.  There are many choices open to management for ensuring that objectives are reached and that risks are addressed through control activities. The goal is to minimize the cost of controls in line with the risks involved. Controls should not only be effective, but also cost-effective. Moreover, the existence of too many controls may actually have a negative impact. For example, a report that is reviewed by a number of people in a chain may not be fully reviewed in detail by any one individual because each one believes that others are undertaking the main control action.  
The component contains three principles identified by COSO: 
10 ‐ The Organization develops control activities that contribute to the mitigation of risks to the achievement of objectives to acceptable levels
11‐ The Organization selects and develops general control activities over technology to support the achievement of objectives.
12 ‐ The Organization deploys control activities through policies that establish what is expected and in procedures that put policies into action.
	Figure 15 The Principles and Points of Focus for Component 3 – Control Activities
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[bookmark: _Toc536687435]
[bookmark: _Toc1472237]principle 10 ‐ The Organization develops control activities that contribute to the mitigation of risks to the achievement of objectives to acceptable levels
Figure 16 Interpretation of principle 10
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[bookmark: _Toc1472238]Commentary
Control activities are policies and procedures (the actions of people to implement the policies directly or using IT) to ensure that risk responses are carried out and risks to achieving the organization’s objectives are addressed. This link to risk assessment is critical to ensure that controls are addressing the most important risks. 
Management need to determine which business processes require control activities and develop a mix of preventive and detective controls:
Preventive controls are designed to stop errors and omissions occurring before transactions happen (for example a validation check that payments are only being made to companies that have a supplier record in the IT system.)
Detective controls are designed to identify errors that have already occurred (for example a check which identifies any suppliers who have been paid twice.)
All preventive controls and some detective controls operate at the first line of defence, while most detective controls operate as a second line of defence. 
Management will often use many different types of controls, for example
Information-processing controls: These include checks of data entered, numerical sequences of transactions and controls over access to data, files and software.
Physical controls: Equipment, inventories, cash and securities are physically secured, periodically counted and compared to control records. 
Exception reports/routines: Many control systems (particularly computerized systems) will rejects transactions that fail certain tests requiring some form of management intervention/approval before they transaction can be processed. 
Direct management actions: regular line-management reviews of, for example, performance reports, exceptions reports and reconciliations between different data sets. 
Top- level reviews: Senior- management reviews of actual performance against budgets, forecasts and previous periods. This includes the tracking of major initiatives to measure the extent to which targets are being achieved. 
Performance measures and indicators: Different datasets (e.g. financial and operations data) are compared and the relationships between them analyzed. By identifying unexpected results or unusual trends, management may identify weaknesses in controls. Investigative and corrective action, serves as the control activity
Segregation of duties is a key element of control activities.   Roles and responsibilities are divided or (“segregated”) among different people to reduce the risk of errors or inappropriate actions such as fraud and theft. For example, different individuals should be responsible for (1) authorizing expenditure; (2) certifying goods and services received and approving payment; (3) making payments; and (4) recording transactions.
Controls operate at different levels. Lower-level controls usually operate at the transaction level and can be regarded as the first line of defence against risks. However, higher-level controls such as performance indicators and exception reports provide managers with a far greater level of assurance that systems are working effectively. Senior managers will usually focus on higher-level controls whenever possible.
[bookmark: _Toc1472239]Criteria for assessing internal control effectiveness:
Does the organization ensure that control activities are integrated with risk assessment? For example:
There is a corporate risk register which identifies the major risks facing the organization and the key control activities put in place to address those risks. 
Has the organization considered organization specific factors (such as the level of decentralization and the extent of IT automation) in developing control activities? For example:
There is a common set of guidance for managers of regional offices on the roles of the second and third lines of defence in relation to regional activities. 
Has the organization determined which business processes require control activities? For example:
There is a policy for dealing with purchases below a certain financial level which allows managers to limit the level of competition required. 
Does the organization have a balance of approaches considering manual and automated controls and a mix of preventive and detective controls? For example:
There are no pre-payment checks for transactions below a certain financial value but a random sample of these automatically approved payments are subject to post-payment checks of correctness every month.
Has the organization considered at what level control activities should be applied? For example:
There are separate requirements for control at the transaction and supervisory levels.  
Has management segregated incompatible duties and where this is not possible selected and developed alternative control activities? For example:
Management have identified four key functions that must be segregated – (1) authorizing expenditure, (2) certifying goods received and approving payment, (3) making payments and (4) recording transactions.
There are additional checks by a second line oversight unit when segregation is not practical because of the size of the business unit. 


[bookmark: _Toc1472240]principle 11‐ The Organization selects and develops general control activities over technology to support the achievement of objectives
Figure 17 Interpretation of principle 11
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[bookmark: _Toc1472241]Commentary
Most organizations are highly reliant on information systems. Controls over information systems are therefore very important.  However, the underlying concepts of control such as event identification, risk assessment, risk response and the development and implementation of cost-effective control activities are the same for both manual and IT-based systems. 
Management needs to understand and determines the dependency and linkage between business processes, automated control activities and technology general controls. The main elements of IT in an organisation are:
IT infrastructure. Servers, networks, internet, WiFi and the operating system and application software
Personal Computing. Business use of mobile devices and laptops, use of spreadsheet and other files and applications. 
Outsourced IT. Use of cloud computing, off-site service providers, back-up and storage. 
IT Governance. The structure set up to organize and manage the IT function
There are two main types of control activity which seek to meet the information processing objectives of completeness accuracy and validity:
Application control activities which include authorizations, verifications, reconciliations, physical access controls and supervision of processes
Technology General Controls over infrastructure and operations, security of data and software and the system development life cycle.  
This COSO principle focuses on general control activities over technology and specifically controls over IT infrastructure (including back up plans), IT Security (access to IT systems and applications) and the acquisition and development of new technology. Controls that relate to specific applications would usually be considered as part of the achievement of the objectives of the policy for which the particular application was designed.  For example the controls in an IT application to process requests for passports should be designed to meet the risks related to the objective for issuing passports. 
[bookmark: _Toc1472242]Criteria for assessing internal control effectiveness:
Does management determine the dependency and linkage between business processes automated controls activities and technology general controls? For example:
There is a separate IT policy which identifies all the main elements of IT use across the organization. 
Does management select and develop control activities over technology infrastructure, which are designed to ensure completeness, accuracy and availability of technology processing? For example:
There are clearly defined daily back-up and recovery procedures for all key data in the organization. 
Does management select and develop control activities to restrict access rights to authorized users in line with their job responsibilities? For example:
There are physical controls over access to offices with IT infrastructure. 
There are user passwords to access the IT system 
Does management select and develop control activities over the acquisition, development and maintenance of technology and its infrastructure to achieve management’s objectives? For example:
The organization follows COBIT[footnoteRef:7] framework for all its IT acquisitions and disposals.  [7:  COBIT stands for Control Objectives for Information and Related Technology. It is a framework created by the ISACA (Information Systems Audit and Control Association) for IT governance and management.] 

[bookmark: _Toc1472243]principle 12 ‐ The Organization deploys control activities through policies that establish what is expected and in procedures that put policies into action
Figure 18 Interpretation of principle 12
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[bookmark: _Toc1472244]Commentary
Control activities consist of policies that describe what should be done and control procedures which put the policy into action.  Control procedures usually have two elements: (i) the control process itself - what the person does; and (ii) the evidence that the control has been carried out – usually a signature by the person carrying out the control. The signature is only one element of a control procedure (e.g. supervisors must sign all travel authorizations). It is the supervisors do before they sign (the control process itself) that counts. 
The responsibility and accountability for implementing control activities needs to be clearly assigned. Control policies must be implemented thoughtfully, conscientiously, and consistently. Procedures are not useful if they are carried out mechanically or without a sharp continuing focus. Control procedures have to be carried out at the appropriate time and errors or problems identified as a result of the procedure must be investigated and appropriate corrective action taken. 
Control activities must also be carried out by staff who are competent to carry out the control procedure. For example, a qualified electrician would be needed to carry out monthly checks the functioning of a burglar alarm at a storage facility. Staff may also need a defined level of authority to carry out a particular control. For example, it would not be appropriate for a member of staff to approve the travel claim of his/her supervisor. 
Systems of internal control degrade over time. Many organizations experience “control creep” where new controls are added without considering the effectiveness of existing control activities. Functions at the second line of control should be tasked with reviewing control activities periodically to determine their continued relevance making changes as necessary. 
[bookmark: _Toc1472245]Criteria for assessing internal control effectiveness:
Has management established policies and procedures to support the deployment of management’s directives? For example:
There is a set of policies which identify what should be done in terms of control.
There is documentation of the procedures (steps) to be followed to implement the policy 
Has management established responsibility and accountability for executing policies and procedures? For example:
Responsibility for each element of the control process is allocated to named individuals. 
Does the organization perform control activities in a timely manner? For example:
There are predefined standards for the time required to process all payments. 
Does the organization take corrective action on matters identified as a result of control activities? For example:
Higher level supervisors must personally authorize the processing of all transactions that are rejected by IT validation checks. 
Does the organization perform control activities with competent staff? For example:
The level of competence needed to carry out controls is specified in job descriptions. 
Payments over a certain financial limit must be authorized by a more senior staff member. 
Does the organization periodically review control activities to determine their continued relevance, refreshing them when necessary?  For example:
All financial delegation have a sunset clause which specifies the date when they must be reviewed to determine their continued relevance. 
[bookmark: _Toc1472246][bookmark: _Toc1472314]Annex B4 Information & Communication
1. This annex focuses on component 4 – Information & Communication which ensures that pertinent information about an entity’s activities is identified, captured and communicated in a form and timeframe that enables people to carry out their responsibilities:
Communication is the continual iterative process of providing, sharing an obtaining necessary information 
Information is the data that is combined and summarized based on relevance to information requirements
The component contains three principles identified by COSO: 
13 ‐ The Organization obtains or generates and uses relevant, quality information to support the functioning of internal control.
14‐ The Organization internally communicates information, including objectives and responsibilities for internal control, necessary to support the functioning of internal control. 
15 ‐ The Organization communicates with external parties regarding matters affecting the functioning of internal control. 
Figure 19 Principles and Points of Focus for Information & Communication
[image: ]
[bookmark: _Toc1472247]principle 13 ‐ The Organization obtains or generates and uses relevant, quality information to support the functioning of internal controL

Figure 20 Interpretation of Principle 13
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[bookmark: _Toc1472248]Commentary. 
The organization needs to identify its information requirements and then ensure that relevant information is obtained from internal and external sources. 
The organization must capture and use historical and current data as necessary to support effective internal controls, particularly in its monitoring at the second line of defence. Specifically:
The information infrastructure converts raw data into relevant information that assists personnel in carrying out their responsibilities. 
Information is provided in a readily usable form and in a timely manner according to specific needs – including the need to identify, assess, and respond to risk. 
Data are reliable and provided on time at the right place to enable effective decision-making. 
[bookmark: _Toc1472249]Criteria for assessing internal control effectiveness:
Has management established a process to identify the information required and expected to support the functioning on internal control? For example:
The information needs of key controls are specified in internal manuals and procedures. 
Does the organization have information systems that process and transform internal and external data into information? For example:
There is a single system for processing all accounting data in the organization. 
There are records kept of all complaints from external suppliers.
Does the organization process relevant data into information? For example:
Data that does not meet criteria for accuracy are not included in management reports. 
Does the organization maintain quality by producing timely, current, accurate, complete, accessible, protected, verified and retained information throughout its processing? For example:
All financial data entry systems have ways of validating original data (e.g. through double keying, supervisor sign off, etc) before the data is accepted for processing   
Is the nature, quantity and precision of information communicated commensurate with the benefits of sharing this information?  For example:
The organization identified the costs of producing major reports on internal control effectiveness, including the direct costs of IA examinations.


[bookmark: _Toc1472250]principle 14‐ The Organization internally communicates information, including objectives and responsibilities for internal control, necessary to support the functioning of internal control.Figure 21 Interpretation of Principle 14
Figure 22 Interpretation of Principle 14
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[bookmark: _Toc1472251]Commentary
Communication is inherent in information processing. Effective communication must occur, up down and across the organization to enable all staff to understand and carry out their internal control responsibilities. Key issues include:
Specific and directed communication to address behavioral expectations and responsibilities of staff;
Communication about the policies & procedures needed for internal control;
Processes and procedures that align with, and underpins organizational culture;
All staff receive clear messages from top management about the importance of internal control;
All staff know how their activities relate to the work of others, enabling them to recognize problems, determine causes, and take corrective actions;
There are open channels of communication and a willingness to listen, and staff believe their superiors truly want to know about problems and will deal with them effectively; and
There must be effective communication between Management and the Governing Bodies to ensure that both can fulfil their internal control responsibilities. This should include formal reporting arrangements to the Governing Bodies for the Audit Committee to reinforce the independence of IA.  Communications channels should also exist outside normal reporting lines and personnel need to understand there will be no reprisals for reporting relevant information.
The way messages are communicated has a direct impact on how well the message is understood. There are many different channels available (see figure 22). The timing, audience and the nature of what is being communicated must be taken into account. For example, it would not be appropriate to discuss the negative performance of one staff member in an email to all staff. Management also need to reinforce messages with actions and “walk the talk”. 
[bookmark: _Toc1472252]Criteria for assessing internal control effectiveness:
Has management put in place processes to communicate required information to enable all personnel to understand and carry out their internal control responsibilities? For example:
The internal control responsibilities of all staff are laid down in manuals and guidelines
Are there effective communication channels between management and the governing bodies? For example:
The audit committee presents an annual report of its activities to the governing bodies. 
Has management established separate communication channels to provide a fail-safe mechanism to enable confidential communication when normal channels are inoperative or ineffective?.  For example:
There is a policy for the protection of all whistle-blowers
Does management select relevant methods of communication for its messages to staff? For example:
There are regular all staff meetings on important changes in the organization facilitated using internet communication applications such as Skype. 


[bookmark: _Toc1472253]principle 15 ‐ The Organization communicates with external parties regarding matters affecting the functioning of internal control
Figure 23 Interpretation of Principle 15
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[bookmark: _Toc1472254]Commentary.  
Strong processes of external communication are a crucial part of internal control. Organizations need to put in place processes to communicate relevant and timely information to external parties, including Parliament, partners, regulators and other external parties. But communication also takes place in a broader sense, dealing with expectations and responsibilities of individuals and groups. 
Communicating effectively with the governing bodies is particularly important. Establishing open communication channels also allows stakeholders and suppliers to provide feedback to the organization. Organizations also need to ensure that separate communication channels, such as whistle-blower hotlines, are in place and serve as fail-safe mechanisms to enable anonymous or confidential communication when normal channels are inoperative or ineffective
As with internal communication the organization needs to use methods of communication that are appropriate to the message being delivered. 
[bookmark: _Toc1472255]Criteria for assessing internal control effectiveness:
Does the organization have processes in place to communicate relevant and timely information to external parties, including parliament, partners, regulators and other external parties? For example:
An annual report on the financial statements of the organization. 
Has management established open communication channels that allow input from parliament, beneficiaries or clients, suppliers, external auditors, regulators and others? For example:
Reports of the results of external audits by the SAI are sent to parliament and published in the official gazette. 
All complaints for external suppliers are recorded for follow up and action. 
Does the organization communicate effectively with its governing bodies? For example:
The annual accounts are presented to the audit committee for consideration and review
Has the organization established separate communication channels to enable anonymous or confidential communication when normal channels are ineffective? For example:
There is a 24-hour whistleblower hotline for collecting complaints run by an independent company. 
Does the organization have a wide range of communication methods depending on the audience it is trying to reach? For example: 
The organization uses Facebook to promote its policies. 
The organization uses text messages to provide information on new emergencies to its staff. 


[bookmark: _Toc536687436]

[bookmark: _Toc1472256][bookmark: _Toc1472315]Annex B5 Monitoring & Evaluation
1. This annex focuses on component 5 – Monitoring & Evaluation which encompasses the ongoing evaluation of internal control systems and the process of separate evaluations. 
The component contains two principles identified by COSO: 
16 ‐ The Organization selects, develops, and performs ongoing and/or separate evaluations to ascertain whether the components of internal control are present and functioning 
17‐ The Organization selects, evaluates and communicates internal control deficiencies in a timely manner to those parties responsible for taking corrective action, including senior management and the Governing Bodies as appropriate. 
Figure 24 Principles and Points of Focus for Monitoring & Evaluation
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[bookmark: _Toc1472257]principle 16 ‐ The Organization selects, develops, and performs ongoing and/or separate evaluations to ascertain whether the components of internal control are present and functioning
Figure 25 Interpretation of Principle 16
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[bookmark: _Toc1472258]Commentary.  
Internal control is not something that can be assessed one day and forgotten the next. It requires continuous review. Internal control systems therefore need to be monitored – a process that assesses the quality of the system’s performance over time. Monitoring ensures that internal control continues to operate effectively.  It can be done in two ways – through on-going monitoring or separate evaluations. 
Ongoing evaluation (sometimes referred to as monitoring) activities monitor the effectiveness of internal control in the normal course of operations.  Operating as a first line of defence, they include regular management and supervisory activities, comparisons, reconciliations and other routine actions. The aim of ongoing evaluation activities is to determine how well internal controls are functioning. These activities should be built into daily, recurring operations, performed in the ordinary course of running the organization. They should be performed on a real-time basis and should react dynamically to changing conditions.
Separate evaluations include separate reviews carried by second line of defence functions responsible for overseeing risk, control and compliance. IA may also carry out separate evaluations of the effectiveness of internal controls.  
Management needs to determine an appropriate balance between evaluation activities at the first and second lines of defence.  Business units that are subjected to too many separate evaluations may results in less ongoing monitoring reducing the effectiveness of internal control.  Risk and rate of change are two factors to consider when determining the frequency of evaluation. Processes which are high risk or are changing frequently may need more frequent separate evaluations or a higher level of ongoing monitoring. 
[bookmark: _Toc1472259]Criteria for assessing internal control effectiveness:
Has management put in place a mix of ongoing and separate evaluations? For example:
There is an independent IA unit and related Audit Committee operating to IIA standards. 
There is a robust second line of defence by units responsible for ensure effective risk management and compliance with environmental standards. 
Does management consider that rate of change when determining which business functions and processes should be reviewed most often? For example:
All major capital projects are subject to reviews at the planning stage. 
All major IT projects are subject to review against the COBIT guidance
Is the design and current state of the IC system used to establish a baseline? For example:
IA assess and document the maturity of internal controls at four levels
Does the organization ensure that people performing ongoing and separate evaluations have sufficient knowledge to understand what is being evaluated? For example:
All IA staff must have passed a certain level of competence in competency related examinations.  
Are ongoing evaluations built into the business processes and adjusted to meet changing conditions? For example:
The second line of defence review of risks is carried out annually unless business units are subject to rapid change of leadership or business methods.
Does management vary the scope and frequency of separate evaluations depending on risk? For example:
The Corporate risk register identifies the high risks to the organization and when related policies and processes were last reviewed.
Are separate evaluations performed of the overall system of internal control or one of the five main components? For example:
IA provide an annual assessment of the effectiveness of the system of internal control and each component thereof based on their examinations during the year. 



[bookmark: _Toc1472260]principle 17‐ The Organization selects, evaluates and communicates internal control deficiencies in a timely manner to those parties responsible for taking corrective action, including senior management and the Governing Bodies as appropriate.
Figure 26 Interpretation of principle 17
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[bookmark: _Toc1472261]Commentary
Deficiencies in the internal control system may surface from many sources, including management monitoring at the first line of defence, oversight by the second line of defence and evaluations by IA at the third line of defence.  Deficiencies may also arise from reviews by the external auditor (usually the Supreme Audit Institution SAI) or by a Financial Inspection body[footnoteRef:8].  A deficiency can be defined as a condition within an internal control system worthy of attention.  It may represent a perceived, potential or actual shortcoming of a control. [8:  To understand the different roles of IA, SAI and Financial Inspection bodies see add ref to pempal guidance] 

Deficiencies reported from both internal and external sources should becommunicated to parties responsible for taking corrective actions as well as senior management and the governing bodies. All deficiencies should be systematically monitored and appropriate corrective action taken. 
[bookmark: _Toc1472262]Criteria for assessing internal control effectiveness:
Does management and the governing bodies assess the results of ongoing and separate evaluations? For example:
Analysis of the causes of errors in the financial statements as identified by the SAI (external audit) 
Are deficiencies communicated to parties responsible for taking corrective actions and to senior management and the governing bodies? For example:
IA provide the governing bodies will a list of all audit recommendations that have been outstanding for more than one year. 
Does management track that deficiencies are addressed in a timely manner? For example:
Management reports to the governing bodies on the reasons why IA recommendations have been outstanding for more than one year. 


[bookmark: _Toc536687437][bookmark: _Toc1472263][bookmark: _Toc1472316]Annex C: Assessing the Maturity of Internal Controls
This annex presents a framework for assessing the maturity of internal controls at four levels drawing on the criteria developed by PEMPAL for each principle and point of focus as presented in Annexes B1-B5. 
For most principles the levels are cumulative, with criteria at levels 3 and 4 being additional to that in level 2. In some situations, the maturity is determined by the extent to which the criteria have been applied, for example the application of the three lines of defence under PF 3.1.
	PF
	Level 1: Informal 
Ad-hoc/Chaotic
	Level 2: Defined 
Standard/Repeatable
	Level 3: Managed & Monitored Predictable.
	Level 4: Optimized 
Efficient/Effective

	Principle 1: The organization demonstrates a commitment to integrity and ethical values

	PF1.1 Sets the tone at the top
	Behaviour, values and operating style of senior management are not known by staff
	Staff have a general awareness of senior management behaviour and operating styles
	Senior management inform all staff about their operating style and expected behaviour. 
Values are published and well understood across the whole organisation.
	Managers have demonstrably high standards of personal behaviour. They “walk the talk”.

	PF 1.2 Establishes Standards of Conduct
	Minimal or no codes of conduct for staff. 
No ethical standards established.
	Key codes of conduct exist and are made available to staff
Clear policies exist on Fraud and corruption, sexual harassment and whistle-blower protection. 
	Staff are automatically reminded of the main standards of behaviour expected as part of regular training actions.
	Staff at all levels have a common understanding of standards expected.
The “way we do things around here” is known to all staff.

	PF1.3 Checks adherence to standards of conduct
	No or limited reviews of the application of codes of conduct
	Management reviews of standards in place. 
Investigations undertaken of standards met.
	Checks are part of the annual performance assessment process.
	360-degree reporting includes assessment of adherence to codes of conduct by peers and subordinates.

	PF 1.4 Addresses Deviations promptly
	No or limited disciplinary actions taken.
	Data is kept on all deviations from the expected standards. 
Management are committed to taking action for all cases of deviations from standards expected. 
	All staff are notified each year of all disciplinary actions taken against staff.
	Most staff believe that action will be taken against all those who fail to meet standards expected. 

	Principle 2: The Governing Bodies demonstrate independence from management and exercise oversight of the development and performance of internal control

	PF2.1 Establishes Oversight Responsibilities
	Oversight arrangements are not defined. 
	There is a legal framework that clearly defines the oversight bodies for the organisation.
	Oversight includes an independent Audit Committee.
	Oversight arrangements recognized as meeting the highest international standards.

	PF2.2 Has Access to Relevant Skills
	Oversight arrangements are not defined.
	There is a clear process for appointing or recruiting members of the governing bodies. 
Necessary skills and relevant experiences are defined and match the objectives of the organization.
	Governing body consists of members with various skills and competencies that are appropriate (education and qualification).
	Governing body has access to independent expertise as necessary. 
Governing body demonstrably supports the independence of Internal Audit as the third line of defence.

	PF2.3 Operates Independently
	Oversight arrangements are not defined.
	There is clear separation of the management decision making role from the oversight/advisory role. 
	The information required to exercise oversight is collected on time and reported in an accurate and reliable manner.
	Oversight arrangements have been evaluated for efficiency and effectiveness by the SAI.

	PF2.4 Provides oversight of the system of Internal Control
	Oversight arrangements are not defined.
	There is an established system of internal control oversight.
Management determines which information should be reported to the governing bodies.
	There are independent criteria for reporting internal control issues to the governing bodies.
There is a system established for providing a declaration concerning internal control system status within the organization.
	There is an annual internal audit opinion on the effectiveness of internal control in the organization. 
The Audit Committee provides a public report on the effectiveness of internal control.

	Principle 3 ‐ Management establishes, with governing body oversight, structures, reporting lines, and appropriate authorities and responsibilities in the pursuit of objectives

	PF 3.1 Considers all structures
	The organizational structure is not clearly defined or easy to understand.
	There is an approved organization structure.
The structure established is clear and easy to understand.
	Relationships with external partners are clearly defined by management. 
There are contracts in place for outsourced service providers that clearly specify the responsibilities of these providers in relation to internal control.
	Governing bodies regularly review the effectiveness of the organizational structure. 

	PF 3.2 Defines, assigns and limits authorities and responsibilities
	Authorities exists but have not been established for all levels of the organization or are unclear.
	There is a clear written statement of delegated authorities of all staff. While these exist, they may not be available for review by all staff.
	Staff are provided with manuals or other guidance where the limits of authority are defined.
	IA provide assurance on the clarity of authorities and responsibilities. 

	PF3.3 Establishes reporting lines
	There is no formal organization chart.
There is little or no awareness of the three lines of defence
	There are formal organization charts that specify reporting lines.
There is basic awareness of the roles of the first and second lines of defence.
	There are few individuals with dual reporting responsibilities.
All three lines of Defence are well understood and fully deployed
	The results of the third line of defence are usable and actioned

	Principle 4 ‐ The organization demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives

	PF 4.1 Establishes Policies and Procedures
	Human Resource policies exist without a clear overall strategy for developing people. 
Very basic HR policies exist and relate mainly to salaries and allowances.
	There is an HR strategy document which outlines the goals of the HR policies of the organization.
	Circulars, manuals and guides clearly identify the competence and skills needed for staff using as necessary career frameworks, competency statements, job descriptions etc.
	HR strategy and policies are periodically reviewed by the governing bodies. 

	PF4.2 Evaluates Competence and addresses shortcomings
	There is no formal performance appraisal process in place. 
	There is a formal performance appraisal system which is applied to all staff.
	The performance of staff is regularly assessed against the standards of competence expected.
	There are formal tests required of the skills of staff in critical functions such as internal audit.

	PF 4.3 Attracts develops and retains individuals
	Staff are recruited without an overall recruitment policy. 
There are limited training opportunities for staff.
There are high levels of staff turnover. 
	There is a mechanism for recruitment with pre-defined and clear rules.
There are clear qualifications required for all staff at the time of recruitment
	There is a training plan for the organization as a whole and personal development plans for individuals.
The organization provides mentoring support to develop staff
Promotion requirements within the organization are related to additional skills needed at higher levels of the organization
	There is a mechanism to send staff to international seminars, conferences and workshops such as PEMPAL.
There are mechanisms to reward high levels of staff performance with both financial and non-financial rewards.

	PF4.4 Plans and prepares for succession
	There are no succession planning arrangements in place.
	The organization has identified key posts that should not be left unfilled.
	The organization has identified positions where employee turnover is expected.
There is a “succession plan” for filling key posts in the organization.
	There is a policy of regular staff rotation to broaden the skills mix available. 
There is a mentoring programme to help identify future leaders.

	Principle 5 ‐ The organization holds individuals accountable for their internal control responsibilities in the pursuit of objectives

	PF 5.1 Enforces accountability through structures authorities and responsibilities
	There is little or no accountability for internal control action.
	Responsibilities are identified and allocated to individuals. 
There is a performance evaluation system that operates at different levels of the organization and focuses on how managers manage their Region / Offices / Divisions / Units.
	Employees are aware of their responsibilities through job descriptions or other mechanisms. 
Responsibilities meet the internal control and business objectives of the organization 
Well-understood chains of accountability exist and most staff are held to account for their internal control responsibilities
	Individual objectives are linked to higher-level objectives in the strategy or management plan.
All staff are regularly held to account for their internal control responsibilities

	PF 5.2 Establishes performance measures incentives and rewards
	There are very limited performance measures in place.
	There is a policy for setting objectives and Key Performance Indications (KPIs) at the entity level
	The policy for setting objectives and Key Performance Indications (KPIs) extends to business units and individuals.
	All staff are actively involved in setting their performance objectives and related KPIs.

	PF 5.3 Evaluates performance measure relevance
	There are very limited performance measures in place.
	The second line of defence is responsible for reviewing the relevance of performance measures.
	The quality and relevance of performance measures is regularly assessed by Internal Audit (third line of defence).
	Management attest to the relevance of their performance measures 

	PF 5.4 Considers excessive pressures
	There are very limited performance measures in place.
	There is a formalized procedure/mechanism for measuring the workload of staff which identifies situations of overload or underload and mechanisms to address these disparities
	Management identify staff who are not taking enough time off from their duties.
Staff suffering from stress-related illnesses are identified and changes made to workload to reduce such stress.
	There are staff counselling arrangements to identify staff facing undue pressures.

	PF5.5 Evaluates performance and rewards or disciplines individuals 
	There is no formal performance appraisal system in place. 

	There is a formal performance appraisal system which is applied to all staff.
	The appraisal system results in formal performance reports.
There is consistency between the level of duties undertaken and the rewards provided.  
	The performance appraisal results in rewarding staff positively and negatively (both financially and non-financial).

	Principle 6: The organization specifies objectives with sufficient clarity to enable the identification and assessment of risks relating to objectives 

	PF 6.1 Operations objectives
	
	
	
	

	PF 6.2 External reporting objectives
	
	
	
	

	PF 6.3 Internal reporting objectives
	
	
	
	

	PF 6.4 Compliance Objectives
	
	
	
	

	Principle 7: The organization identifies risks to the achievement of its objectives across the organization and analyzes risks as a basis for determining how the risks should be managed 

	PF 7.1 Includes organization and main structures
	
	
	
	

	7.2 Analyzes internal and external factors
	
	
	
	

	PF 7.3 Involves appropriate levels of management
	
	
	
	

	PF 7.4 Estimates significance of risks identified
	
	
	
	

	Principle 8: The organization considers the potential for fraud in assessing risks to the achievement of objectives 

	PF 8.1 Considers various types of fraud
	
	
	
	

	8.2 Assesses incentives and pressure
	
	
	
	

	PF 8.3 Assesses opportunities
	
	
	
	

	PF 8.4 Assesses attitudes and rationalizations
	
	
	
	

	Principle 9: The organization identifies and assesses changes that could significantly impact the system of internal control 

	PF 9.1 Assesses changes in the external environment
	
	
	
	

	PF 9.2 Assesses changes in the business model
	
	
	
	

	PF 9.3 Assesses changes in leadership
	
	
	
	

	Principle 10: The organization develops control activities that contribute to the mitigation of risks to the achievement of objectives to acceptable levels.

	PF 10.1 Integrates with risk assessment
	
	
	
	

	PF 10.2 Considers organization specific factors
	
	
	
	

	PF 10.3 Determines relevant business processes
	
	
	
	

	PF 10.4  Evaluates a mix of control activities
	
	
	
	

	PF 10.5 Considers at what level control activities are applied
	
	
	
	

	PF 10.6 Addresses segregation of duties
	
	
	
	

	Principle 11: The organization selects and develops general control activities over technology to support the achievement of objectives. 

	PF 11.1 Determines dependency between the use of technology in business processes and technology general controls
	
	
	
	

	PF 11.2 Establishes relevant technology infrastructure control activities
	
	
	
	

	PF 11.3 Establishes relevant security management process control activities
	
	
	
	

	PF 11.4 Establishes relevant technology acquisition, development and maintenance process control activities
	
	
	
	

	Principle 12: The organization deploys control activities through policies that establish what is expected and in procedures that put policies into action.

	PF 12.1 Establishes policies and procedures to support deployment of management’s directives
	
	
	
	

	PF 12.2 Establishes responsibility and accountability for executing policies and procedures
	
	
	
	

	PF 12.3 Performs in a timely manner
	
	
	
	

	PF 12.4 Takes corrective action
	
	
	
	

	PF 12.5 Performs using competent personnel
	
	
	
	

	PF 12.6 Reassesses policies and procedures
	
	
	
	

	Principle 13: The organization obtains or generates and uses relevant, quality information to support the functioning of internal control 

	PF 13.1 Identifies information requirements
	
	
	
	

	PF 13.2 Captures internal and external sources of data
	
	
	
	

	PF 13.3 Processes relevant data into information
	
	
	
	

	PF 13.4 Maintains quality throughout processing
	
	
	
	

	PF 13.5 Considers costs and benefits
	
	
	
	

	Principle 14 The organization internally communicates information, including objectives and responsibilities for internal control, necessary to support the functioning of internal control

	PF 14.1 Communicates Internal Control Information
	
	
	
	

	PF 14.2 Communicates with the governing bodies
	
	
	
	

	PF 14.3 Provides separate communication lines
	
	
	
	

	PF 14.4 Selects relevant method of communication
	
	
	
	

	Principle 15: The organization communicates with external parties regarding matters affecting the functioning of internal control

	PF 15.1 Communicates to external parties
	
	
	
	

	PF 15.2 Enables inbound communication
	
	
	
	

	PF 15.3 Communicates with the governing  bodies
	
	
	
	

	PF 15.4 Provides separate communication lines
	
	
	
	

	PF 15.5 Selects relevant method of communication
	
	
	
	

	Principle 16: The organization selects, develops, and performs ongoing and/or separate evaluations to ascertain whether the components of internal control are present and functioning

	PF 16.1 Considers a mix of ongoing and separate evaluations
	
	
	
	

	PF 16.2 Considers rate of change
	
	
	
	

	PF 16.3 Established baseline understanding
	
	
	
	

	16.4 Uses knowledgeable personnel
	
	
	
	

	PF 16.5 Integrates with business process
	
	
	
	

	PF 16.6 Adjusts scope and frequency
	
	
	
	

	PF 16.7 Objectively evaluates
	
	
	
	

	Principle 17: The organization selects, evaluates and communicates internal control deficiencies in a timely manner to those parties responsible for taking corrective action, including senior management and the governing bodies as appropriate

	PF 17.1 Assesses results
	
	
	
	

	PF 17.2  Communicates deficiencies
	
	
	
	

	PF 17.3 Monitors corrective actions
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accountability 



through structures 
authorities and 
responsibilities 



PF 5.4 Considers 
excessive pressures



PF 5.5 Evaluates performance and rewards 
or disciplines individuals



PF 5.2 Establishes 
performance 



measures incentives 
and rewards



5



PF 5.3 Evaluates 
Performance 



measure relevance










CONTROL ENVIRONMENT: PRINCIPLES AND POINTS OF FOCUS

The organization demonstrates a commitment to 

integrity and ethical Values

PF 1.1 Sets the tone at 

the top

PF 1.3 Checks adherence 

to standards of conduct

PF 1.4 Addresses 

deviations promptly

PF 1.2 Establishes 

standards of conduct

1

Management establishes, with 

governing body oversight, structures, 

reporting lines, and appropriate 

authorities and responsibilities in the 

pursuit of objectives.

PF 3.1 Considers all Structures of the 

organization

PF 3.2 Establishes reporting lines

PF 3.3 Defines, assigns and limits 

authorities and responsibilities

3

The organization demonstrates a 

commitment to attract develop and 

retain individuals 

PF 4.3 Attracts develops and retains 

individuals 

PF 4.4 Plans and prepares for 

succession

PF 4.2  Evaluates competence and 

addresses shortcomings

PF 4.1 Establishes policies and 

practice

4
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measures incentives 
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Policy on sexual 
harassment



ValuesBehavior



Operating style



PF 1.1 Sets 
the tone at 



the top



Management sets 
high personal 
standards of 



behavior



PF 1.2 
Establishes 



standards of 
conduct



PF 1.3 Evaluate 
adherence to 
standards of 



conduct
PF 1.4 



Addresses 
deviations 
promptly



Regular reports to 
staff of 



disciplinary action 
taken



Whistleblower 
protection policy



Anti-fraud and 
anti- corruption  



policy



Management 
reviews



Personal 
performance 
assessments 



InvestigationsTakes 
disciplinary 
action when 



needed



Code of 
conduct 



The organization demonstrates a 
commitment to integrity and ethical Values
1
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The organization demonstrates a 

commitment to integrity and ethical Values
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PF 2.3 
Operates 



independently



Governing body 
members are 



independent from 
managers 



Any conflicts of 
interest are 
identified by 



governing bodies



The governing bodies demonstrate independence from management and 
exercise oversight of the development and performance of internal control
2



Considers oversight 
body reports



PF 1.4 Provides 
oversight of 



system of 
Internal Control



Reports of oversight 
bodies at second  and 
third line of defence



Governing bodies 
retain oversight 



responsibility for 
the way 



management has 
designed internal 



control



PF 2.2 Has 
access to 



relevant skills
Policy 
skills?



Financial 
skills?



Investigation 
skills?



Governing Body 
considers skills 



needed and 
addresses gaps 



in skills



PF 2.1 
Establishes 
oversight 



responsibilities



Governing Body rules 
of procedure provide 
for effective oversight



Legal framework 
specifies oversight 



responsibilities
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members are 
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PF 3.1 
Considers all 



structures



PF 3.2 
Establishes 
reporting 



lines



Organization 
charts



Management establishes, with governing body oversight, structures, reporting 
lines, and appropriate authorities and responsibilities in the pursuit of objectives.
3



Internal Structures 



Regional units?



Operating units?



Product units?



External Structures 



Partnerships?



Outsourced service 
providers? 



Uses  the Three Lines of Defence model



First Line



Second Line



Third Line



Management and other personnel on the front line responsible for 
providing effective internal control day to day.



Support functions who provide guidance on internal control 
requirements and evaluate adherence to defined standards



Independent functions, specifically the Office of the Inspector 
General and Office of Evaluation assessing and reporting on internal 
control and recommending corrective action



PF 3.3 Defines, 
assigns and limits 



authorities and 
responsibilities



Establishes 
limits of 



authority 



Lists of 
delegated 



responsibilities



Manuals & 
guides










PF 3.1 

Considers all 

structures

PF 3.2 

Establishes 

reporting 

lines

Organization 

charts

Management establishes, with governing body oversight, structures, reporting 

lines, and appropriate authorities and responsibilities in the pursuit of objectives

.
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Lists of 
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PF 4.1 
Establishes 
policies and 
procedures



Identification of staff 
competence and skills needed 



to achieve objectives 



PF 4.2 Evaluates 
competence 



and addresses 
shortcomings



PF 4.3 Attracts 
develops and 



retains 
individuals



Develop staff through training  
coaching and mentoring. 



Evaluate performance well 



Retain staff by providing 
incentives to motivate  



good performance



The organization demonstrates a commitment to attract develop 
and retain competent individuals in alignment with objectives 
4



Policies reflect 
expectation of 
competence 



needed



Human resource 
strategy, policies, 



manuals and 
guidance 



Career 



frameworks



Job profiles



Job 
descriptions



PF 4.4 Plans 
and prepares 
for succession



Identify essential 
functions that 



need succession 
planning 



Establish plans 
for succession



Attract the right 
candidates 



through effective 
recruitment 
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PF 5.1 Enforces 
accountability 



through structures 
authorities and 
responsibilities 



Establish mechanisms to 
hold individuals 



accountable for internal 
control responsibilities 



PF 5.2 Establishes 
performance 



measures 
incentives and 



rewards



Regular 
performance 



appraisal reports



Establish performance 
measure incentives and 



rewards appropriate for all 
levels in the organization 



PF 5.4 Considers 
excessive 
pressures 



Ensure staff are not 
facing excessive 



pressures to perform 
tasks that could result in 



poor internal control



PF 5.3 Evaluates 
Performance 



measure 
relevance



Ensure that performance 
measures and incentives  are 



appropriate and do not result in 
perverse incentives 



The Organization holds individuals accountable for their internal control responsibilities in the 
pursuit of objectives



5



PF 5.5 Evaluates 
performance and 



rewards or disciplines 
individuals



Effective process for 
assessing individual 
performance in  line 



with objectives 
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RISK ASSESSMENT: PRINCIPLES AND POINTS OF FOCUS



PF 9.3 Assesses changes in leadership



PF 9.2 Assesses changes in the business model



PF 9.1 Assesses changes in the external environment



The organization identifies and assesses changes that could 
significantly impact the system of internal control



9



PF 6.1 Operations 
objectives



PF 6.3 Internal reporting 
objectives



PF 6.2  External reporting 
objectives



The organization specifies objectives with sufficient clarity to 
enable the identification and assessment of risks relating to 



objectives 



6



PF 6.4 Compliance 
objectives



PF 7.1 Includes organization 
and main structures



7.2 Analyzes internal and 
external factors



PF 7.3 Involves appropriate 
levels of management



PF 7.4 Estimates significance 
of risks identified



The organization identifies risks to the achievement of its 
objectives across the organization and analyzes risks as a basis 



for determining how the risks should be managed. 



7



PF 7.5 Determines how to respond to risks



The organization considers the potential for fraud in 
assessing risks to the achievement of objectives.



8



PF 8.3 Assesses 
opportunities



PF 8.4 Assesses attitudes and 
rationalizations



8.2 Assesses incentives and 
pressures



PF 8.1 Considers various 
types of fraud










RISK ASSESSMENT: PRINCIPLES AND POINTS OF FOCUS

PF 9.3 Assesses changes in leadership

PF 9.2 Assesses changes in the business model

PF 9.1 Assesses changes in the external environment

The organization identifies and assesses changes that could 

significantly impact the system of internal control

9
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objectives
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objectives

PF 6.2  External reporting 

objectives

The organization specifies objectives with sufficient clarity to 

enable the identification and assessment of risks relating to 

objectives 

6

PF 6.4 Compliance 

objectives

PF 7.1 Includes organization 

and main structures

7.2 Analyzes internal and 

external factors

PF 7.3 Involves appropriate 

levels of management

PF 7.4 Estimates significance 

of risks identified

The organization identifies risks to the achievement of its 

objectives across the organization and analyzes risks as a basis 

for determining how the risks should be managed. 

7

PF 7.5 Determines how to respond to risks

The organization considers the potential for fraud in 

assessing risks to the achievement of objectives.
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8.2 Assesses incentives and 

pressures

PF 8.1 Considers various 

types of fraud


image13.emf



Budget



Considers 
tolerance for risk 



The organization specifies objectives with sufficient clarity to enable 
the identification and assessment of risks relating to objectives



6



PF 6.1 
Operations 
objectives



Reflects 
management 



choices  



The basis for 
committing 
resources



Includes 
operations and 



financial 
performance



Targets



KPIs



Reflects the 
underlying 



transactions



PF 6.2 External 
reporting 
objectives



Meets accounting 
standards



Considers 
materiality



PF 6.4 
Compliance 
objectives



Reflects 
external laws 



and 
regulations



Considers 
tolerance for 



risk 



E.g. Environmental 
standards



Competition rules



PF 6.3 Internal 
reporting 
objectives



Reflects 
management 



choices  



Reflects the 
underlying 



transactions



Considers the 
precision 



needed e.g. 
materiality










Budget

Considers 

tolerance for risk 

The organization specifies objectives with sufficient clarity to enable 

the identification and assessment of risks relating to objectives
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The organization identifies risks to the achievement of its objectives across the 
organization and analyzes risks as a basis for determining how the risks should be managed. 



7



PF 7.1 includes 
organization 



and main 
structures



PF 7.2 Analyzes 
internal and 



External factors



PF 7.3 Involves 
appropriate 



levels of 
managementPF 7.4 



Estimates 
significance of 
risks identified PF 7.5 



Determines 
how to 



respond to 
risks



The organization 
ensures that all levels of 
staff are involved in risk 



assessment process



Identified risks are analyzed using processes that 
estimate the potential significance of the risk



The organization 
considers internal and 
external events that 



may generate risks and 
opportunities



Risks at the 
entity level 



RISK 
REGISTER



CONTROL 
ACTIVITIES



Likelihood
the 



probability 
that an event 



will occur 



Risks at 
different 



levels of the 
organization 



structure



Risks at the 
transaction level 



Impact
the 



consequence 
if it occurs 



Velocity
the pace at 
which an 



event 
happens 



DECISION 
ON 



RESPONSE



TRANSFER
(SHARE) 



AVOID ACCEPT 



CONTROL
(REDUCE)










The organization identifies risks to the achievement of its objectives across the 

organization and analyzes risks as a basis for determining how the risks should be managed. 
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The organization considers the potential for fraud 
in assessing risks to the achievement of objectives.



8



PF 8.4 Assesses 
attitudes and 



rationalizations



The assessment of 
fraud risk considers 
how management 



and staff might 
engage in or justify 



inappropriate actions



PF 8.3 
Assesses 



opportunities Lack of fear 
of detection



Management 
assesses the range 
of  opportunities 
to commit fraud



Opportunity to 
acquire, use or 



dispose of 
assets



High turnover 
rates



Complex or 
unstable 



organization 
structure



PF 8.2
Assesses 



incentives and 
pressures



The assessment 
of fraud risk 



considers 
incentives and 



pressures



Incentives and pressures 
are influenced by the 
control environment



How people 
rationalize 



their actions



E.g. Just 
borrowing 



money



PF 8.1 
Considers 



various types 
of fraud



Illegal 
acts



Management 
override



Management 
consider the 



different ways that 
fraud may be 



committed



Deception



Theft



Corruption



Fraudulent 
reporting



Inappropriate 
use of assets



Illustrations 
or examples










The organization considers the potential for fraud 

in assessing risks to the achievement of objectives.
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The organization identifies and assesses changes that
could significantly impact the system of internal control



9



PF 9.3 Assesses 
changes in 
leadership



Consider levels of 
turnover of senior staff



Ensure effective 
handover arrangements 



for senior staff



Management 
considers changes in 



management and 
related attitudes in 



philosophies for 
internal control



PF 9.2 Assesses 
changes in the 



business model



Major change projects 



Opening or 
closing office 



locations



The organization considers 
the potential impacts of 



new ways of working 
including rapid growth in 



new technologies.



New mobile 
data 



applications 



Introduction of 
new IT systems



New areas of 
policy and/or 
government 



activities



PF 9.1 Assesses 
changes in the 



external 
environment



The risk identification 
process considers changes 



to the political, legal, 
budgetary and physical 



environment in which the 
organization operates



Change of 
Government



Climate 
change



Illustrations 
or examples










The organization identifies and assesses changes that

could significantly impact the system of internal control
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PF 10.1  Integrates with risk 
assessment



PF 10.3 Determines relevant 
business processes 



PF 10.4  Evaluates a mix of 
control activities



PF 10.2 Considers 
organization specific factors



The organization develops control activities that contribute 
to the mitigation of risks to the achievement of objectives to 



acceptable levels



10



PF 12.1 Establishes policies 
and procedures to support 



deployment of 
management’s directives



PF 11.2 Establishes relevant 
technology infrastructure 



control activities



PF 11.3 Establishes relevant 
security management 



process control activities



PF 11.4 Establishes relevant 
technology acquisition, 



development and 
maintenance process control 



activities



The organization selects and develops general control activities 
over technology to support the achievement of objectives.



The organization deploys control activities through policies 
that establish what is expected and in procedures that put 



policies into action. 



PF 12.5 Performs using 
competent personnel



PF 12.6 Reassesses policies 
and procedures



PF 12.4 Takes corrective 
action



PF 12.3 Performs in a 
timely manner



CONTROL ACTIVITIES: PRINCIPLES AND POINTS OF FOCUS



PF 10.5 Considers at what 
level control activities are 



applied



PF 10.6 Addresses 
segregation of duties



11



12



PF 12.2 Establishes 
responsibility and 



accountability for executing 
policies and procedures



PF 11.1 Determines 
dependency between the 



use of technology in 
business processes and 



technology general controls
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to the mitigation of risks to the achievement of objectives to 

acceptable levels
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The organization develops control activities that contribute to the 
mitigation of risks to the achievement of objectives to acceptable levels. 



10



PF 10.5 Considers 
at what level 



control activities 
are applied



Transaction or 
supervisory 



level



PF 10.3 
Determines 



relevant business 
processes 



Which business 
Processes require 
control activities



Consider 
process 



objectives of 
completeness, 
accuracy and 



validity



PF 10.1  
Integrates 
with risk 



assessment



Control Activities 
help ensure that 



risk responses 
are carried out  



Linked to risk 
assessment 



PF 10.2 
Considers 



organization 
specific factors



E.g.  Level of IT 
automation



E.g. decentralized structure



E.g. Environment and 
complexity of activities 



PF 10.4  
Evaluates a mix 



of control 
activities



Types of controls 
e.g. reconciliations, 
physical controls,
authorizations & 



approvals and 
verifications



Control activities should include a balance of approaches 
considering manual and automated controls and a mix of  



preventive and detective controls



Detective 
controls detect 



errors that 
have occurred 



Preventive 
controls stop 



errors 
occurring



PF 10.6 
Addresses 



segregation of 
duties



Separates key functions of (1) authorizing 
expenditure, (2) certifying goods received and 
approving payment, (3) making payments and 



(4) recording transactions



Management segregates 
incompatible duties and where this is 



not possible selects and develops 
alternative control activities










The organization develops control activities that contribute to the 

mitigation of risks to the achievement of objectives to acceptable levels. 
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validity

PF 10.1  

Integrates 

with risk 

assessment

Control Activities 

help ensure that 

risk responses 

are carried out  

Linked to risk 

assessment 

PF 10.2 

Considers 

organization 

specific factors

E.g.  Level of IT 

automation

E.g. decentralized structure

E.g. Environment and 

complexity of activities 

PF 10.4  

Evaluates a mix 

of control 

activities

Types of controls 

e.g. reconciliations, 

physical controls,

authorizations & 

approvals and 

verifications

Control activities should include a balance of approaches 

considering manual and automated controls and a mix of  

preventive and detective 

controls

Detective 

controls 

detect 

errors that 

have occurred 

Preventive 

controls 

stop 

errors 

occurring

PF 10.6 

Addresses 

segregation of 

duties

Separates key functions 

of (1) 

authorizing 

expenditure,

(2) 

certifying goods received and 

approving payment, (3) making payments

and 

(4) 

recordingtransactions

Management segregates 

incompatible duties and where this is 

not possible selects and develops 

alternative control activities
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PF 11.2 Establishes 
relevant technology 



infrastructure control 
activities



PF 11.3 Establishes 
relevant security 



management process 
control activities



PF 11.1 Determines 
dependency between the 



use of technology in 
business processes and 



technology general controls



PF 11.4 Establishes 
relevant technology 



acquisition, 
development and 



maintenance process 
control activities



Need to 
protect from 
internal and 



external 
threats



Management selects and develops control 
activities over technology infrastructure, which 
are designed to ensure completeness, accuracy 



and availability of technology processing



Management understands and 
determines the dependency and 



linkage between business processes 
automated controls activities and 



technology general controls



The organization selects and develops general control activities 
over technology to support the achievement of objectives.



11



Includes 
back-up 



and 
recovery 



procedures



Considers all 
types of 



technology for 
example: 



client/server, 
end-user 



computing, 
mobile devices 
and operational 



technology



Considers 
operating 



infrastructure



Management selects 
and develops control 



activities over the 
acquisition, 



development and 
maintenance of 



technology and its 
infrastructure to 



achieve management’s 
objectivesUse of COBIT 



information 
criteria



Management selects and develops control 
activities to restrict access rights to authorized 



users in line with their job responsibilities



User access codes –
passwords and keys



Physical controls 
over access 
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relevant technology 

infrastructure control 
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relevant security 

management process 

control activities
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business processes and 

technology general controls
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relevant technology 

acquisition, 
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maintenance process 
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Need to 

protect from 
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external 

threats

Management selects and develops control 

activities over technology infrastructure, which 

are designed to ensure completeness, accuracy 

and availability of technology processing

Management understands and 

determines the dependency and 

linkage between business processes 

automated controls activities and 

technology general controls

The organization selects and develops general control activities 

over technology to support the achievement of objectives.
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mobile devices 

and operational 
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Considers 

operating 

infrastructure

Management selects 

and develops control 

activities over the 
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achieve management’s 
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Use of COBIT 

information 
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Management selects and develops control 

activities to restrict access rights to authorized 

users in line with their job responsibilities

User access codes –

passwords and keys

Physical controls 
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image20.emf



Beware of 
build up of 



controls over 
time



PF 12.6 
Reassesses 
policies and 
procedures



Management periodically 
reviews control activities to 
determine their continued 



relevance and refreshes 
them when necessary



The organization deploys control activities through policies that establish 
what is expected and in procedures that put policies into action. 12



PF 12.3 
Performs in a 



timely manner



Untimely procedures 
can reduce the 



usefulness of the 
control activity



PF 12.1 Establishes 
policies and 



procedures to support 
deployment of 
management’s 



directives



Management establish 
control activities that 
are built into business 



procedures and the 
day to day activities of 
staff through policies



Policies –
what should 



be done



Procedures to 
put  the policy 



into action



PF 12.5 Performs 
using competent 



personnel



Staff have sufficient 
authority to perform the 



control



Competence 
needed is linked 
to complexity of 



control



PF 12.2 Establishes 
responsibility and 
accountability for 



executing policies and 
procedures



Responsibility and 
accountability assigned 
to managers of relevant 



business unit



Implemented 
thoughtfully 



conscientiously 
and consistently



Investigate
matters for 
follow-upPF 12.4 



Takes 
corrective 



action



Responsible 
personnel investigate 



and act on matters 
identified as a result 
of control activities



Take 
corrective 



action
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controls over 

time

PF 12.6 

Reassesses 

policies and 

procedures

Management periodically 

reviews control activities to 

determine their continued 

relevance and refreshes 

them when necessary

The organization deploys control activities through policies that establish 

what is expected and in procedures that put policies into action. 
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procedures
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business unit
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of control activities
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PF 13.1 Identifies 
information requirements



PF 13.3 Processes relevant 
data into information



PF 13.4 Maintains quality 
throughout processing



PF 13.2 Captures internal 
and external sources of data



The organization obtains or generates and uses relevant, 
quality information to support the functioning of internal 



control



13



PF 15.1 
Communicates to 
external parties



PF 14.2 Communicates with 
the governing bodies



PF 14.3 Provides separate 
communication lines



PF 14.4 Selects relevant 
method of communication



The organization internally communicates information, 
including objectives and responsibilities for internal control, 



necessary to support the functioning of internal control. .



The organization communicates with external parties 
regarding matters affecting the functioning of internal 



control. 



PF 15.4 Provides 
separate 



communication lines



PF 15.3 
Communicates with 



the governing  
bodies



INFORMATION & COMMUNICATION: PRINCIPLES AND POINTS OF FOCUS



PF 13.5 Considers costs and benefits



14



15



PF 15.2 Enables 
inbound 



communication



PF 14.1 Communicates 
Internal Control Information



PF 15.5 Selects relevant 
method of 



communication
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PF 13.3 Processes relevant 
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throughout processing
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and external sources of data

The organization obtains or generates and uses relevant, 

quality information to support the functioning of internal 

control
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necessary to support the functioning of internal control. .
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regarding matters affecting the functioning of internal 

control. 

PF 15.4 Provides 
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communication lines

PF 15.3 
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the governing  

bodies

INFORMATION & COMMUNICATION: PRINCIPLES AND POINTS OF FOCUS

PF 13.5 Considers costs and benefits

14

15

PF 15.2 Enables 

inbound 

communication

PF 14.1 Communicates 

Internal Control Information

PF 15.5 Selects relevant 

method of 

communication
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The organization obtains or generates and uses relevant, quality information 
to support the functioning of internal control. 



PF 13.4 Maintains 
quality 



throughout 
processing



Information systems 
produce timely, current 



accurate, complete, 
accessible, protected, 
verified and retained 
information which is 



reviewed to assess its 
relevance in supporting 



internal controlPF 13.5 
Considers 
costs and 
benefits



The nature quantity and 
precision of information 



communicated are 
commensurate with and 
support the achievement 



of objectives



Need to maintain the 
right balance



Consider a mix of 
formal and informal 



ways to communicate



13



PF 13.1 
Identifies 



information 
requirements



A process is in place to 
identify the information 



required and expected to 
support the functioning 



on internal control



Communication is the 
continual iterative process 



of providing, sharing an 
obtaining necessary 



information 



PF 13.3 
Processes 



relevant data 
into 



information Information is the data that is combined and summarized 
based on relevance to information requirements



Information systems 
process and transform 
data into information



Information systems 
encompass a combination of 
people, processes, data and 



technology



PF 13.2 Captures 
internal and external 



sources of data



Internal Sources 
include:



Email, data 
analytics, financial 



reports, budget 
implementation 



reports 



External Sources 
include:



Parliamentary 
debates; survey 



results, international 
agreements. etc










The organization obtains or generates and uses relevant, quality information 

to support the functioning of internal control. 

PF 13.4 Maintains 

quality 

throughout 

processing

Information systems 

produce timely, current 

accurate, complete, 

accessible, protected, 

verified and retained 

information which is 

reviewed to assess its 

relevance in supporting 

internal control

PF 13.5 
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costs and 

benefits

The nature quantity and 

precision of information 

communicated are 

commensurate with and 

support the achievement 

of objectives

Need to maintain the 

right balance

Consider a mix of 

formal and informal 

ways to communicate
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results, international 

agreements. etc
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PF  14.1 
Communicates 
Internal Control 



Information



The organization internally communicates information, including objectives and 
responsibilities for internal control, necessary to support the functioning of internal control



14



A process is in place to 



communicate required 



information to enable all 



personnel to understand 
and carry out their 



internal control 



responsibilities 



Key Elements



Policies& 



Procedures 



for internal 



control



Roles & 



responsibilities 



in performing 



internal 
controls



Importance, 



relevance and 



benefits of 



internal 
control



Controls to 



ensure 



information 



is shared



PF 14.3 Provides 
separate 



communication 
lines



Separate communication 



channels, for example 



whistleblower hotlines to provide 



a fail-safe mechanism to enable 
confidential communication when 



normal channels are inoperative 



or ineffective



PF 14.2 
Communicates 



with the 
governing 



bodies



Communication exists 



between management 



and the governing bodies 



to ensure that both have 
the information needed 



to fulfill their internal 



control responsibilities



Communication 



from IA or Audit 



Committee



GB has 



Direct 



access to 



staff



PF 14.4 Selects 
relevant 



method of 
communication



Method of 



communication 



considers the 



timing, audience 
and nature of 



information



Reinforce messages 



with actions –



“walk the talk”



Methods include: 



Dashboards, Emails. 



Presentations, Training 



courses, Webcasts, 
Videos Social media 



postings, Text messages 



Performance appraisals 



Use formal and 



informal 



methods



Consider the 



need to retain 



information for 



future use



Consider cultural, 



ethnic and generational 



differences










PF  14.1 

Communicates 

Internal Control 

Information

The organization internally communicates information, including objectives and 

responsibilities for internal control, necessary to support the functioning of internal control

14

A process is in place to 

communicate required 

information to enable all 

personnel to understand 

and carry out their 

internal control 

responsibilities 

Key Elements

Policies& 

Procedures 

for internal 

control

Roles & 

responsibilities 

in performing 

internal 

controls

Importance, 

relevance and 

benefits of 

internal 

control

Controls to 

ensure 

information 

is shared

PF 14.3 Provides 

separate 

communication 

lines

Separate communication 

channels, for example 

whistleblower hotlines to provide 

a fail-safe mechanism to enable 

confidential communication when 

normal channels are inoperative 

or ineffective

PF 14.2 

Communicates 

with the 

governing 

bodies

Communication exists 

between management 

and the governing bodies 

to ensure that both have 

the information needed 

to fulfill their internal 

control responsibilities

Communication 

from IA or Audit 

Committee

GB has 

Direct 

access to 

staff

PF 14.4 Selects 

relevant 

method of 

communication

Method of 

communication 

considers the 

timing, audience 

and nature of 

information

Reinforce messages 

with actions –

“walk the talk”

Methods include

: 

Dashboards, Emails. 

Presentations, Training 

courses, Webcasts, 

Videos Social media 

postings, Text messages 

Performance appraisals 

Use formal and 

informal 

methods

Consider the 

need to retain 

information for 

future use

Consider cultural, 

ethnic and generational 

differences
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The organization communicates with external parties regarding
matters affecting the functioning of internal control 15



PF 15.1 
Communicates 



to external 
parties



Processes are in place to communicate 
relevant and timely information to 



external parties, including parliament, 
partners, regulators and other 



external parties 



Controls to 
facilitate 
external 



communication



Policies & 
procedures to 



obtain or 
received info. 



Processes to 
share 



information 
internally



PF 15.4 Provides 
separate 



communication 
lines



Separate communication channels, such as 
whistle-blower hotlines, are in place and serve 
as fail-safe mechanisms to enable anonymous 
or confidential communication when normal 



channels are inoperative or ineffective 



PF 15.3 
Communicates 



with the 
governing  



bodies



Relevant information resulting from 
assessments conducted by external 



parties is communicated to the 
governing bodies 



PF 15.5 Selects 
relevant method 



of communication



The method of communication 
considers timing, audience and 
nature of the communication



Methods include: Press and 
news releases through public 
relations channels and more 
directed approaches such as 



blogs social media and email to 
reach special audiences



PF 15.2 Enables 
inbound 



communication



Open communication 
channels allow input from 
parliament beneficiaries or 
clients, suppliers, external 
auditors, regulators and 



others, providing 
management and the 
governing bodies with 
relevant information. 



E.g. Major 
reviews by 



parliamentary 
committees



E.g. Complaints 
from suppliers 
or beneficiaries










The organization communicates with external parties regarding

matters affecting the functioning of internal control 

15

PF 15.1 

Communicates 
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parties
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communication 
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PF 15.3 

Communicates 
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parties is communicated to the 

governing bodies 
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nature of the communication
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news releases through public 
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PF 15.2 Enables 
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communication

Open communication 
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parliament beneficiaries or 
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relevant information. 

E.g. Major 

reviews by 

parliamentary 

committees

E.g. Complaints 

from suppliers 

or beneficiaries
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PF 16.1 Considers a mix of 
ongoing and separate 



evaluations



PF 16.3 Established baseline 
understanding



16.4 Uses knowledgeable 
personnel



PF 16.2 Considers rate of 
change



The organization selects, develops, and performs ongoing 
and/or separate evaluations to ascertain whether the 



components of internal control are present and functioning



16



PF 17.2  Communicates 
deficiencies



PF 17.3 Monitors corrective actions



The organization selects, evaluates and communicates internal 
control deficiencies in a timely manner to those parties 
responsible for taking corrective action, including senior 
management and the governing bodies as appropriate



MONITORING & EVALUATION: PRINCIPLES AND POINTS OF FOCUS



PF 16.7 Objectively evaluates



17



PF 17.1 Assesses results



PF 16.5 Integrates with 
business process



PF 16.6 Adjusts scope and 
frequency










PF 16.1 Considers a mix of 

ongoing and separate 

evaluations

PF 16.3 Established baseline 

understanding

16.4 Uses knowledgeable 

personnel

PF 16.2 Considers rate of 

change

The organization selects, develops, and performs ongoing 

and/or separate evaluations to ascertain whether the 

components of internal control are present and functioning

16

PF 17.2  Communicates 

deficiencies

PF 17.3 Monitors corrective actions

The organization selects, evaluates and communicates internal 

control deficiencies in a timely manner to those parties 

responsible for taking corrective action, including senior 

management and the governing bodies as appropriate

MONITORING & EVALUATION: PRINCIPLES AND POINTS OF FOCUS

PF 16.7 Objectively evaluates

17

PF 17.1 Assesses results

PF 16.5 Integrates with 

business process

PF 16.6 Adjusts scope and 

frequency
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The organization selects, develops, and performs ongoing and/or separate evaluations to 
ascertain whether the components of internal control are present and functioning



16



PF 16.1 Considers a 
mix of ongoing and 



separate evaluations



Ongoing 
Evaluations 
– built into 
normal day 



to day 
operations 



of staff
Separate Evaluations –



conducted periodically by 
objective management 
staff, IA and evaluation 



functions



Business functions 
changing quickly are 
reviewed more often



PF 16.2 
Considers rate 



of change



PF 16.3 Establishes 
baseline 



understanding Reviewers 
must 



understand 
what the IC 
system was 
designed to 



do



The design and 
current state of the 



IC system are used to 
establish a baseline



Knowledge of 
the organization



Technical skills 
as needed



16.4 Uses 
knowledgeable 



personnel



People performing ongoing and 
separate evaluations have 



sufficient knowledge to understand 
what is being evaluated



Manual and 
automated 
processes



PF 16.5 Integrates 
with business 



process



Ongoing evaluations are 
built into the business 



processes and adjust to 
changing conditions



Review of the 
results of 



automated 
processes



Separate evaluations are 
performed periodically to 



provide objective 
feedback



Variety of approaches 
available



PF 16.7 
Objectively 
evaluates



Includes separate 
evaluations of the overall 
internal control system or 



one component



PF 16.6 Adjusts 
scope and 
frequency



Management vary the scope 
and frequency of separate 



evaluations depending on risk, 
for example to reflect changes 



in risk levels 










The organization selects, develops, and performs ongoing and/or separate evaluations to 

ascertain whether the components of internal control are present and functioning
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The Organization selects, evaluates and communicates internal control deficiencies 
in a timely manner to those parties responsible for taking corrective action, 



including senior management and the Governing Bodies as appropriate
17



PF 17.1 
Assesses 
results



Reports by 
the second 



line



Reports by 
internal audit



Audit 
committee 



reports



Corporate 
risk register



Management and the governing 
bodies assess results of ongoing 



and separate evaluations



Identify unit to 
oversee the 



actions needed



Consider the implications of 
all the deficiencies identified 



from different sources



PF 17.2  
Communicates 



deficiencies



Deficiencies are communicated to parties 
responsible for taking corrective actions 



and the senior management and the 
governing bodies



Reports to 
audit 



committee
Summary 
reports to 
governing 



bodies



KPIs on IA 
recommendations 



outstanding



IA also monitor action taken 
on their recommendations



One unit should be 
responsible for 



monitoring action taken



PF 17.3 Monitors 
corrective actions



Management tracks that 
deficiencies are addressed 



in a timely manner Results feature in 
any annual 



statement on the 
effectiveness of 



internal control by 
IA or Management










The Organization selects, evaluates and communicates internal control deficiencies 

in a timely manner to those parties responsible for taking corrective action, 

including senior management and the Governing Bodies as appropriate
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The definition of Internal Control



Its about
Operations
Reporting



Compliance



Internal Contol
is everyone’s 



business



There is no 
such things as 
perfect control



A process effected by an organization's governing bodies, 
management and other personnel



designed to provide reasonable assurance 



regarding the achievement of objectives relating to 
operations, reporting and compliance Control is aimed 



at achieving the 
organizations 



objectives



Effected by People
It is not simply a set of 



manuals forms and 
checklists  It is people 
who set objectives and 



who put controls in 
place to achieve them.



1



Able to provide 
reasonable assurance 



but not absolute 
assurance, to senior 



management and the 
Governing Bodies



2



Extends to 
operational activities 
and is not limited to 



reporting and 
compliance



3



A continuous process
Internal Control is not one event or circumstance but a series of ongoing tasks and 



activities. It’s a means to an end, not an end in itself.



4



COSO defines 
Internal Control as:



A



Internal Control is therefore:
B



This means that:
C
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