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[image: Похожее изображение]From May 30 until June 1st, 2017, PEMPAL Treasury Community of Practice (TCOP) held a plenary meeting in Vienna, Austria. The main objective of the meeting was to commence a more in-depth analysis and discussion regarding the topic of risk management and its role as a tool for managing modern treasury operations. The event also served as the forum for updating the TCOP activity plan for the coming period. The meeting was attended by approximately 45 specialists representing 15 PEMPAL countries, 16 countries in total (Albania, Armenia, Azerbaijan, Belarus, Bulgaria, Croatia, Georgia, Kazakhstan, Kyrgyz Republic, Moldova, Russian Federation, Serbia, Tajikistan, Turkey and Ukraine. Officials from Hungary also attended as observers). The workshop was facilitated by the World Bank team working with TCOP, including Ms Elena Nikulina, Team Leader for PEMPAL, Mr. Ion Chicu, and Mr. Mark Silins. Logistical support was provided by the PEMPAL Secretariat based at the World Bank Country Office in Moscow. 
Mr. Vugar Abdullayev, PEMPAL TCOP Chair, and Deputy Head of the State Treasury Agency of the Republic of Azerbaijan, opened the workshop and welcomed participants on behalf of the TCOP Leadership Committee. He highlighted that the approach to preparation of this event was quite different from the majority of TCOP events, because the COP itself was hosting it. This meant that participants needed to take more responsibility for driving the agenda, so he encouraged all attendees to  participate actively. 
Ms Elena Nikulina, World Bank Team Leader of PEMPAL, also welcomed participants on behalf of the WB and expert team working with TCOP. Ms Nikulina indicated that the topic of risk management has been identified as an emerging issue in a number of the thematic working groups and this is why it became the theme for this event. As a new area of focus, the workshop will first address key concepts, with three of the thematic groups also highlighting the role of risk management in relation to their topics. The event will also involve partnership with the sister PEMPAL COP for Internal Audit, including presentations by its Deputy Chair, as it has been discussing the issue of risk management for some time.  
The event commenced with a presentation by the TCOP resource expert Mark Silins, who provided an overview on the concepts of risk management. Management today is much more complex and challenging than it was in the past. Managers are no longer just concerned with the physical environment in which they work, but must be aware of a complex set of external factors that pose risks. Mr Silins first defined risk management and enterprise risk management. He highlighted that risk management was not just about reducing or mitigating threats, but also about maximising the benefits from opportunities. He introduced the COSO[footnoteRef:1] [image: ]framework and ISO31000[footnoteRef:2], emphasising the importance of a systematic and integrated approach to risk management as represented in the Figure above - effective risk management is a core element of the strategic planning processes of organisations and should also be embedded in organisational culture and processes. [1:  The Committee of Sponsoring Organizations of the Treadway Commission (COSO) is a joint initiative of five private sector organizations dedicated to providing frameworks and guidance on enterprise risk management, internal control and fraud deterrence.
]  [2:  ISO is an independent, non-governmental international organization which brings together experts to share knowledge and develop voluntary, consensus-based, market relevant International Standards that support innovation and provide solutions to global challenges.
] 


[image: ]Mr Silins ended the presentation by highlighting the three levels of defence regarding risk management: an effective risk and control environment; strategic management and functional oversight, and the third level, internal and external audit.  The important message here is that while audit is part of risk management, the responsibility for risks lies squarely with organisational management, not the audit functions. 
The next session commenced the first of three sets of presentations by thematic working groups from TCOP, the first being the working group on Evolution of the Treasury Function. Mr Silins also provided a brief introductory presentation for this group. He highlighted the changes which the treasury function has experienced in recent years and the associated expanded complexity which this creates for risk management. Modern treasuries must look beyond the traditional focus on legislative compliance and prevention of fraud and corruption, to consider more complex factors such as service delivery, reputation, business continuity and security. Managers needed to undertake a systematic assessment of risks and establish risk registers. Each risk should also be assessed regarding the potential impact and probability as per the figure above. This ensures management focusses its major attention and resources on its most strategic risks. 
Mr. Alexandr Demidov, Deputy Head of the Federal Treasury of Russia, delivered the next presentation on ”The Russian Federation’s experience in identifying and classifying risks in treasury operations.”  The Federal Treasury, as with many general public sector organisations, is under considerable pressure to reduce costs and improve performance. Mr Demidov highlighted that its focus on risk management was part of a strategic realignment to integrate risk management into its general management processes. 


[image: C:\Users\wb364884\Desktop\picture1.png]

The Federal Treasury has undertaken a systematic review of all risks for the treasury operations and established a register which includes 633 different types of risks.  Each risk has been allocated a ranking based on an assessment of the probability of the risk eventuating and the loss should it occur. The Federal Treasury has also established a specific unit to focus on external and internal risks. The Federal Treasury also utilises less formal channels to mitigate risks including obtaining feedback from the public regarding irregularities.  
[image: ]The afternoon of Day 1 continued the thematic group on Evolution of the Treasury Function with a presentation by Ms. Nino Tchelishvili, Deputy Head of the State Treasury Service of Georgia on the “Green Corridor for Automation of Low Risk Transactions.” Ms. Tchelishvili first provided background to the Georgian PFM reforms in general, which reflect a strong strategic focus. One high interest area was the closure of regional treasury offices following the provision of direct (distributed) access to the payment system for line ministries including locations outside of Tbilisi. This enabled the complete centralisation of the treasury component of payment processing. 

The distribution of the treasury system also brought with it a growth in the number of transactions. As a result, Georgian treasury undertook an examination of whether the same level of controls was required for each and every payment. Certain categories of payments were assessed as a lower risk and these are processed in a streamlined manner by the treasury through the “green corridor”[footnoteRef:3]. Such payments are subject to less checks by the treasury than payments not included in the corridor. Repetitive payments such as salaries, pensions and to health care providers feature strongly in the corridor. While Georgian treasury did not undertake a formal risk assessment regarding its business processes or payment types, the decision to include certain payments was based on an understanding of the lower risks these types of payments present.       [3:  The green corridor is the name given to direct payments processed by the Treasury on behalf of line ministries that are subject to lower levels of checking. However, even these payments are still subject to up to six stages of checking and approval] 

The final presentation from this thematic group was by the TCOP Chair,   Mr. Vugar Abdullayev - Deputy Head of the State Treasury Agency of the Republic of Azerbaijan, on “Risk Management: A Review of Business Processes in the Azerbaijan Treasury.” The Treasury Agency recently completed with support from the World Bank a full business process review of its payment process. The review highlighted that many manual checks continue despite significant [image: ]automation in Azerbaijan (See figure above). As a result, Azerbaijan Treasury Agency considers there is an opportunity to use risk management to reduce redundant controls and streamline business processes. 

[image: ]An analysis of 2016 payments also highlighted that over 90% of total spending is made by just 5% of the payment transactions. Thus, continuing current controls on a small set of government payments may be a sensible strategy going forward, with the majority of other lower value payments processed through a streamlined ”green corridor”. This and other options are under review in Azerbaijan for future implementation.
Day one ended with a round table discussion regarding categories of risk in the Treasury Function. Each table was allocated specific categories to discuss and to determine the probability of risk and the scale of any losses should the risk eventuate. The Table below summarises the results of the discussions.
 
	Area of risk
	Probability
	Scale of Loss

	Fraud and corruption

	
	

	The priority of payments can be changed and this may provide the  opportunity for rent seeking or political interference
	Low
	Medium

	Banks may place deposits in high risk investments 
	Low
	Medium

	Repayments, overpayment and tax offsets may be diverted
	Low
	High

	Cash payments outside of Treasuries control  may represent higher risks
	Low
	High

	Advanced payments – payment in advance of receipts of goods and services
	Low
	High

	Service and Reputation
	
	

	Unstable ICT
	High 
	High

	Lack of liquidity - Delays or deferral of payments due to cash rationing
	High
	High

	Low staff skills
	Medium 
	Medium

	Deficiency of the legal framework
	High
	Medium

	Unstable government – issues of credit ratings
	High 
	High

	Decisions outside budget framework such as a late decision to pay holiday bonuses or health care increases
	High
	High

	Unstable economy – lower revenue and increased social payments due to increased unemployment
	High
	High

	Financial Risks 
	
	

	Political risk – revaluation of currency, credit rating reduced
	High
	High

	Poor budget forecasting
	High
	High

	Changes in social beneficiaries due to economic conditions
	High
	High

	Failure in the banking system 
	High
	High

	Business Continuity and ICT
	
	

	ICT system failure
	Low
	High

	Security risk  -  illegal access
	Low
	high



Day two commenced with review comments by Ms Nikulina and Mr Silins.
· Risk management is not just about preventing negative outcomes but also about maximising the opportunities that arise.
· Reviewing business processes, particularly where automated systems have been implemented, can be very useful in understanding controls and risks. Russia and Azerbaijan highlighted the benefits of such reviews on day one. 
· It is important to examine entire processes not just the part controlled by the Treasury. Thus, to really understand a process and improve it, requires engagement with other stakeholders in the PFM system.
· Georgia has undertaken some impressive reform and the “green corridor” is revealing and a useful example for us all. However, even Georgia would benefit from a more systematic review given that up to nine signatures are required for some payment processes. 
[image: Image result for risk]The presentations for Day Two of the workshop were led off by Ms. Edit Nemeth, Head of CHU, Ministry of Economy, Hungary, who is also the Deputy Chair of the PEMPAL Internal Audit COP. Ms Nemeth delivered a presentation on the work of IACOP regarding risk management.  The presentation made the important distinction between the role of management, which is responsible for risk management, and internal audit, which represents one of the three lines of defence for risk management. Ms Nemeth also highlighted the challenge for internal audit in the region given that many countries are yet to fully integrate enterprise risk management into management processes. In the absence of such a framework auditors must undertake their own risk based assessment. Given that risk management is still relatively new for most countries, Ms Nemeth also emphasised the opportunity that organisations and officials now had – undertaking risk assessments assists everyone to fully appreciate the nature of risk management and where the highest risks exist for organisational performance.
The following session focussed on presentations from the Cash Management and Forecasting Working Group. Mr. İlyas Tufan, Head of Department of Cash Management, Prime Ministry Undersecretariat of Treasury of Turkey delivered a presentation on “Risk Management in Relation to Cash Management in Turkey.” Mr Tufan highlighted that enterprise risk management is a formal requirement for all government activities in Turkey (see diagram below). Risks for all processes are defined and assessed and specific officials given responsibility for management of the risks. Risks are also continually assessed and monitored through key performance indicators. This is also the case for cash management where four major categories of risk have been identified: liquidity, currency, interest rate and refinancing. For each category of risk Turkey has also established strategic benchmarks and indicators to mitgiate the risks and also monitor performance.
[image: C:\Users\wb364884\Desktop\Picture2.png]     

The second presentation from the working group was delivered by Mrs. Ekaterina Semenova, Head of Department of Federal Budget Execution of the Treasury of the Russian Federation, titled “Hedging of the Risks related to Management of Liquidity on the TSA.” Like Turkey, the Russian Federation [image: C:\Users\wb364884\Desktop\Picture 3.png]has undertaken an extensive process of enterprise risk assessment. This has resulted in a coherent management framework, where risks have been clearly identified (see table below) and measures taken to mitigate the risks. 


As an example, banks that bid for government deposits or access to reverse REPOS must be pre-approved which involves an assessment of whether they meet minimum performance requirements. Ms Semenova also emphasised that if a country is to optimise cash management, it must have access to a diverse range of tools to reduce risks and enhance performance.        

The third and final Working Group, ICT in Treasury Operations, delivered the next formal presentations of Day 2. Mr. Andrey Narchuk, Head of Perspective Development Division, Ministry of Finance of the Republic of Belarus delivered the first of two presentations by this group on ”Risk management as a basis of information security of the MoF.” Mr Narchuk delivered a comprehensive presentation on how to manage ICT and ensure business continuity. He highlighted the expected levels of service and availability of the system with a focus on costs and benefits. He made the point that assuring 100% service is actually extremely expensive, as it requires multiple levels of redundancy to ensure this. However, ICT can achieve close to 100% at a much lower cost. In Belarus for example, the target is 8.5 hours of downtime a year with a maximum of one hour outage (figure below). 
[image: ]
This performance which is close to 100% is achieved at an optimal cost due to the comprehensive manner in which Belarus assesses and plans for risk events.  The focus is on business continuing so they plan for when the emergency systems need to be invoked to ensure continuity. 
[image: ]The second presentation was by Mr. Nazim Gazimzade, Head of Information Technologies Department, State Treasury Agency, Ministry of Finance of Azerbaijan on” Ensuring the continuity business of processes and IT Risk Management.” Mr Gazimzade continued the discussion on business continuity. He noted that much of the good practice regarding enterprise risk management has probably been developed within the ICT profession – their livelihoods depend on whether systems are available for business operations. He discussed the reasons for business continuity, and emphasised that it is much more than just disaster recovery, although this is an important component of business continuity planning.  He also discussed the importance of developing key performance indicators to monitor and measure performance.      
The second half of day two was devoted to discussions in three smaller groups with reports by each group to the plenary on day three. The groups were asked to provide feedback regarding the degree to which risk management is a formal or informal part of their operational management processes. Everyone agreed that risk is an informal part of all countries treasury management across all activities and functions. However, seven countries (Albania, Bulgaria, Hungary, Kazakhstan, Moldova, Russia and Turkey) also have formal risk management practices across most government functions. Each of these countries also have formal written procedures, guidelines and risk registers. Turkey also has specific measurement targets to monitor performance which are reviewable externally. 
The groups were also asked to discuss whether the concept of the “green corridor” was a useful approach for their countries.  In general, the concept was seen as a good initiative. In fact, some countries (Russia, Kazakhstan Belarus and Armenia) already have similar streamlined payment initiatives. In Croatia and Turkey, treasury performs limited or no central control activities, thus the entire payment system could be described as a green corridor.   Some countries felt that such an initiative would require changes to either the regulatory framework or enhancements to ICT, or both. One country considered its overall risk management framework would need to be changed to support such an initiative.
Groups were further requested to discuss the benefits and risks of the green corridor and how the risks could be mitigated. The Box below summarises the results of the discussions. 

	Discussions Regarding the Green Corridor
Benefits
· Easing staff workloads
· Acceleration of payment processing
· Better service quality for suppliers
· Improve certainty regarding timing of payments and therefore improve cash management
Risks
· Allowing automated payments may impact available liquidity
· If quality of liquidity planning and forecasting is poor ensuring adequate cash is on hand maybe challenging 
· May result in intentional misuse given reduced level of control
· Possibility that payments could be duplicated
· Distributed access may increase risks that ICT system can be compromised
Mitigating Actions/Pre-requisites
· Ensuring proper division of responsibilities
· Ensuring authorization mechanism interact effectively with controlling authorities
· Enhancing the regulatory framework
· Developing clear criteria for types of payment approved
· Implementing a high-quality information system including enhanced data matching and development of interfaces
· Implementing a digital signature
· Introduce sample checking



Mr Silins was next invited to make some summary remarks regarding the workshop and the key issues arising:

· There remains some confusion regarding the difference between control activities, risk management and risk measures and the role of audit. While these concepts have strong relationships to each other they are different. This is an area which may warrant further TCOP focus; 
· There is general support for the concept of a “Green Corridor”. This is only one example of how countries can examine business processes and make them more efficient. Most countries have an opportunity to review existing business processes and further improve the efficiency of their systems. Even the green corridor in Georgia appears to have a significant number of control points – are all of these control points adding some value to the business process?
· Seeking to control everything, eliminate all risks or have a system available 100% of the time requires significant cost. Our ICT colleagues showed us that you can get close to 100% for a much lower cost. This is an essential element of risk management – understanding costs and benefits. If we can achieve 99% at half the cost, what is the impact on our business and objectives, and what are the risks of loss if the system is down just 1% of the time?  
· All countries undertake risk management albeit many do this informally. We learnt that a number of countries have already undertaken more systematic review processes for risk management. This provides a useful opportunity for further dialogue and sharing of resources across PEMPAL countries. Examples of many of the documents and processes required to implement risk management are already available in one or more member country.   

The final session of the workshop was devoted to presentation by the TCOP Chair and leaders of working groups on the achievements for each working group to date, and of the TCOP in general. TCOP has convened during FY 2017 events including 4 workshops, 2 thematic videoconferences and produced 7 reports and knowledge products. 

Ms Nemeth also delivered a presentation regarding the work approach of IACOP. Attendees were next requested to discuss whether the IACOP approach offered useful areas for improvement for TCOP, along with any general comments for improvement. The responses from the group are summarised below:   

What can TCOP do to improve and what can it learn from IACOP? 

How to best document and capture TCOP activities?

· Introduce KPIs to focus on engagement of countries in PEMPAL
· Create an E-bulletin
· Convene interactive discussions via website or other medium
· Better use the Wiki page - it was used in the past but should be reactivated
· Request overview information from experts which can be provided via the website
· Undertake semi-annual reporting rather than once a year
· Utilise the concept of “value detectives” 
· Create a single page report from each activity to capture key achievements and reflect on the main issues

How to more actively engage all participants?

· Publish the results of TCOP on the website
· Each attended should be required to discuss the results with colleagues when returning to their countries to promote the new knowledge and learning with stakeholders - deliver presentations back in country and share material
· Conduct webinars
· Ensure a proper match between functional role of participants and the topics at event
· Convene a preliminary VC before events to discuss what is required
· Send letters of gratitude to management regarding participation to raise the profile of PEMPAL and the importance of participation 
· Highlight the level of contribution by countries eg number of presentations by specific countries verses others

How to Improve Communication?

· Forums on website to allow sharing of issues and ideas
· Focus events and outputs on practical elements rather than theory as this is the real challenge - implementation
· Summarise the key takeaway messages that participants get from each event
· Focus on mechanisms for remote participation even when countries may not be able to attend in person 
 	
During the final session the meeting participants were informed about the preliminary results of the survey conducted in Vienna in order to identify the TCOP members’ priorities for the future events’ topics and formats. There are several key PFM topics related to treasury function (Cash Management, Public Sector Accounting and Reporting,  Use of IT in Treasury Operations, Treasury Control), which continue to be on the top of TCOP members thematic interests.  The survey respondents suggested a large number of issues related to these main topics for further discussions within the TCOP. Besides the members’ thematic priorities for the future periods, important data on the impact of PEMPAL events on PFM reforms implemented in member-countries was collected through the survey. Information collected through the Vienna survey will serve as a background for planning the TCOP activities for the FY 2018-2019, as well as for developing PEMPAL Success stories, highlighting the benefits acquired by the members from participating to the community’s activities. 
The event was widely considered successful by all attendees. The next event for PEMPAL will be a workshop for the Accounting Working Group which is scheduled for late fall. The timing and venue will be announced shortly on the PEMPAL webpage. The next PEMPAL TCOP plenary meeting will be held during the first half of 2018 (place to be identified). 

[image: C:\Users\wb364884\AppData\Local\Temp\Rar$DIa0.294\IMG_0292.jpg]
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What is Risk Management





Risk Management and Government – Enterprise Risk Management





Components of a Risk Management Framework Process for Risk Management





Three lines of Defense for Risk Control 





























What is Risk?

The effect of uncertainty on your agency’s objectives. (ISO31000)

Thus there can be exposure to positive and negative consequences from risks. 

Risks can increase exposure to danger, harm, or loss  (traditional focus) 

Risks can create opportunities for agencies as well 
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Risk Management

Risk Management - Managing your risks means managing the effect of uncertainty to provide greater assurance that your agency will achieve its objectives 


Risk management requires the:

systematic identification of the risks in all aspects of your entities operations that can affect achieving your objectives; and 

making informed decisions about these risks, including mitigation



Successful management of risks will: 

reduce foreseeable threats to a level that your agency is willing to accept 

enable you to maximise opportunities that may present themselves. 









Why is Risk Management Important in Government?

In a globally connected world, both the types and magnitude of risk we face are increasing

Complexity is increasing and the negative consequences should a risk event materialize can be significant  

The public and government expect modern managers to anticipate and mitigate risks 

Continually improving and assessing your environment including examining risks and developing risk mitigation strategies has become the “norm” in many countries
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The COSO Model
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Internal Control

Framework





Enterprise Risk

Management Framework





Integrated Organisational Governance Framework

















COSO Internal Control framework 







Information and Communication





Training and Information for staff and stakeholders





Risk Assessment





Determining the areas of risks which we must mitigate





Control environment





Systems, policies and Procedures in Place 





Control Activities





Monitoring





How you reduce the likelihood of risk events occurring





Internal Audit and other management review activities



























Process for Managing Risk (ISO31000)
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Establishing the Context

What is your mission:

What are your agency’s key activities? 

What is the objective(s) of each activity? 

Who are your key stakeholders? 

What are the factors that could have a positive or negative effect on achieving your objectives? 

What is the Appetite for Risk?

Much of this can be gleaned from strategic plans – this is not a separate process but should be part of a single integrated process
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Risk Identification - Methodology

checklists 

questionnaires 

individual interviews 

group methods, such as SWOT analysis sessions  

commissioned reviews eg PEFA or Business process reviews undertaken by experts

risk assessment workshops 

internal and external audit findings 
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Risk Identification – Areas of Risk

Traditional

compliance with legislative requirements 

fraud and corruption

A Broader Context

service delivery 

reputation 

people and culture 

finance  

health and safety 

stakeholder 

business continuity 

security 
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Risk Analysis and Evaluation

identify the consequence(s) – the impact, if the event occurs, on your agency’s objectives 

identify the likelihood – the chance of the event happening 

identify any controls already in place or included in approved plans to prevent the event from occurring or limit the impact of possible consequences if the event occurs 

assess whether these controls are adequate 

use your risk matrix to determine a risk level for each risk based on your assessment of consequence and likelihood after taking account of existing controls
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Risk Assessment- Determining Priorities







Risk Treatment – Management Options

ceasing the activity that creates the risk 

mitigating the risk (in the case of a threat) to reduce the likelihood and/or consequence or, in the case of an opportunity, to enhance the likelihood and/or consequence 

accepting the risk 

sharing or transferring the risk. 

Risk treatments need to be cost effective, practicable and commensurate with the level of the risk
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Risk Treatment

Risk treatments need to be cost effective, practicable and commensurate with the level of the risk. 

Establishing risk register where all risks are identified, analysed, classified by consequence and probability and the proposed treatment recorded is good practice. 

While some of what happens with risk assessment maybe subjective, documenting allows for review by third parties

15





Monitoring and Evaluation

ensure that risk treatments have been implemented as planned 

assess whether risk treatments are effective 

continually review risk information on the risk register to ensure that it remains relevant to the agency; risks do change, and some risks may cease and new risks may emerge 

periodically measure the agency’s progress against the risk management plan – developing KPIs can be very useful 
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Three Lines of Defence for Corporate Governance

17
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Executive





First Line  An established risk and control environment 







Second Line

Strategic Management and Functional Oversight





Third Line

Internal Audit and External Audit















Some other Points to Note

Risk management is also about culture – the organisation must embed this culturally and in other ways – it is not a separate process but part of corporate governance

Risk management is iterative: your list of risks will not be static and will evolve over time. 

Don’t be concerned that you have not covered all risks at the beginning of the process – you have to start somewhere
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Internal (Operational) Risk Management System at the Federal Treasury





1.	Origins of the Internal (Operational) Treasury Risk Management System at the Federal Treasury

2.	Internal (Operational) Treasury Risk Management System at the Federal Treasury

3.	Organizational Structure of the Internal (Operational) Treasury Risk Management System at the Federal Treasury

4.	Regulations of the Internal (Operational) Treasury Risk Management System 
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PRESENTATION OUTLINE
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1. Origins of the Internal (Operational) Treasury Risk Management System at the Federal Treasury





PRECONDITIONS FOR THE TREASURY RISK MANAGEMENT SYSTEM

External Environment



External



Risks



Internal Environment



System 

of the Federal Treasury
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Limited Resources



Focus on Most Important Issues





Internal Environment

External

Risks





CONTROL DIMENSIONS BEFORE CREATION OF THE TREASURY RISK MANAGEMENT SYSTEM 
(BEFORE 2009)

5

Checks (ex-post control) of the operation of Federal Treasury territorial bodies at least once in 2 years in all areas

FT



FTTB No.1



FTTB No.85



Functional Areas

Supporting Areas
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.

Checks (ex-post control) of the operation of Federal Treasury territorial body units at least once a year in all areas

Internal Control and Audit Unit



Unit No.1



Unit
No. 3500



.

.

.

.

.

.

Functional area

Administration
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Administration





STAGE I OF TREASURY RISK MANAGEMENT SYSTEM CREATION (2006-2009)
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Results of

Checks

Checks

Review of violations identified as a result of checks 

(in text format).

Types of violations

Aim: Uniformity of definitions 

and systematization of violations

		No.		Code of Violation								Type of Violation

		7		Keeping budget, tax and managerial records in budget execution								

								…				

		7		14		Violations committed in cash operations:						

								…				

		7		14		2		Non-compliance with the order of executing operations with cash in hand:				

		7		14		2		1		Cash issue from cash office for purposes other than intended		



List of Possible (Basic) Violations in FTTB Operation

2009



Standard

violations

2006



Violations





STAGE II OF TREASURY RISK MANAGEMENT SYSTEM CREATION 

(2009-2015)
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List of possible (basic) violations

in FTTB's operation

2009



Quantity,

weighted average

of violations

Aim: To systematize information 

about violations

Information about violations detected 

when carrying out controls and audits 

within the reporting period

2015 

		No.		Code of Violation 								Type of Violation 







		7		Keeping budget, tax and managerial records in budget execution								

				…								

		7		14		2		1		Cash issue from cash office for purposes other than intended		



		Quantity		Weighted Average of Total Number





				

				

		pcs.		%



+





STAGE III OF TREASUTY RISK MANAGEMENT SYSTEM CREATION 
(2015-2017)
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Information about violations detected when carrying out controls and audits within the reporting period

2015



  Most often detected violations

  Legal value assessment

Aim: To identify risky operations

Classification of Treasury Risks 

by areas of FTTB's operation

2017

		No.
of Item		Code of Risk 						Name of Risk 		Value				

												0.5		0.8		1.0

		7		Keeping budget, tax and managerial records in budget execution												

								…								

		7		14		Violations committed when carrying out cash operations:										

								…								

		7		14		2		Non-compliance with the order of executing operations with cash in hand:								

		7		14		2		1		Cash issue from cash office for purposes other than intended						Х



Background information: in the current classification of internal (operational) treasury risks, there are 21 areas and 633 risks;

	the structure of areas: administrative risks, internal control risks, functional, technological and other risks 





ALGORYTHM OF RISK CLASSIFICATION DEFINITION 

AT THE FEDERAL TREASURY

9

Internal Risk

 Identification

Changes in regulatory acts

Lists of detected violations

Reporting on internal control and internal audit results

Complaints and addresses from citizens and organizations

Staff changes

Integral assessment results

List of Risk-Impacted

Objects 

Internal Risk Assessment

Value V (0.5; 0.8; 1.0)

Probability P (unlikely (less than 0.1), less likely (0.1-0.29), likely (0.3-0.69), very likely (0.7-0.89), almost inevitable (0.9 and higher)

Level of risk L=V*P (low (less than 0.3), moderate (0.3-0.49), medium (0.5-0.59), significant (0.6-0.69), high (0.7-0.89), extremely high (0.9 and higher) 





Classification of Treasury Risks



		Item No.		Code of Risk 						Name of Risk		Value of Risk 				

												0.5		0.8		1.0

		7		14		2		1		Cash issue from cash office for purposes other than intended		–		–		X



EXAMPLE:

Uniformity of definitions

Uniformity of reporting

Assessment

Management

Large procurements

Information from the media





Violation definition



Value

APPLICATION OF TREASURY RISK CLASSIFICATION

10

Object of Control

Risk Management System 



Check

Classification of Treasury Risks

Fact finding

Act, Report Drafting

Result Implementation of

Evaluation 

and specific measure taking





Probability x Value = Level of Risk



List of possible systemic response options

Staff training;

Material and moral incentives;

Changes in regulatory acts and technical regulations;

Automation of procedures/upgrade of existing applied software

Changes in internal procedures;

Inclusion of operations in the system of ex-post operational internal control;

Inclusion of risks in the classification of risks/ risk value changes





PLANS TO DEVELOP THE 

TREASURY RISK MANAGEMENT SYSTEM (2017-2018 )

11



2017

2018

		No.		Code of Risk						Name of Risk
		Value				

												0.5		0.8		1.0

		7		Keeping budget, tax and managerial records in budget execution												

				…												

		7		14		2		1		Cash issue from cash office for purposes other than intended						Х



+

		Probability		Level of Risk 


				

				

				



+

		Response Measures


		

		

		



Review of violations detected 
as a result of checks

List of basic (possible) violations in the FTTB's operation

2015
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2. Treasury Risk Management System at the Federal Treasury





TREASURY RISK

MANAGEMENT SYSTEM STRUCTURE 

FT

External Risk Management Department 
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TREASURY RISK

MANAGEMENT 

EXTERNAL TREASURY RISK

MANAGEMENT 

INTERNAL (OPERATIONAL) TREASURY RISK MANAGEMENT 

Internal Public Financial Control Enhancement Department





GOALS AND OBJECTIVES OF INTERNAL (OPERATIONAL) TREASURY RISK MANAGEMENT

GOAL: To ensure sustainable continuing non-stop functioning and development of the treasury system

OBJECTIVE 1: To regulate management of internal treasury risks at the Federal Treasury

OBJECTIVE 2: To constantly carry out procedures of identification, assessment, analysis, processing, monitoring and control of internal treasury risks occurring when fulfilling duties in the established area of operation by the Federal Treasury bodies and the Federal Government Agency "Support Center for the Operation of the Russian Treasury"

OBJECTIVE 3: To evaluate performance and improve the operation of the internal risk management system at the Federal Treasury

OBJECTIVE 4: To develop and maintain applied software for automation of treasury risk management processes at the Federal Treasury

14





RISK-BASED CONTROL AND AUDIT PLANNING MODEL

15

List of questions in the standard checking program by all areas of FTTB's operation

RISK FACTORS

Staff changes

Information on existence of violations contained 

in addresses of citizens and organizations

Presence of violations identified by supervisory bodies

Signing of contracts for an amount 

over 2 million rubles by FTTBs, FGA 

Low quality of financial management

Violations identified based on results 

of monitoring publications in the media

Violations when executing regulatory acts

Low performance rating in the past year

New functions 

and competences

Increase in % of sample

New check areas

- control of FTTBs

- control of FTCO

External sources of information

Internal sources of information







3. Organizational Structure of the Internal (Operational) Treasury Risk Management System at the Federal Treasury
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ORGANIZATIONAL STRUCTURE OF THE INTERNAL (OPERATIONAL) TREASURY RISK MANAGEMENT SYSTEM

1 Level of Management:

1. Solving methodological tasks, making managerial decisions to forecast and minimize treasury risks;

2. General coordination of risk management activities;

3. Information systemization and generalization;

4. Performance evaluation and control of risk management system operation

17

FT Leadership

Internal Public Financial Control Enhancement Department

FTCO divisions 

(managing risks for the corresponding area of activity)

FTD

FGA “SCORT"



FTCO structural subdivision in charge of risk management system operation:

FTCO

FT IROD





2 Level of Management:

1. Risk identification:

Identification based on the results of internal control, internal audit, checks of supervisory bodies, addresses

Analysis of regulatory acts, legal acts, technical regulations 

2. Risk analysis and evaluation, drafting proposals for their minimization

3. Generation of reporting on internal treasury risk management

5. Coordination of FTTB's operation managing internal treasury risks in the corresponding area

18

FT Leadership

Internal Public Financial Control Enhancement Department

FTCO divisions 

(managing risks for the corresponding area of activity)

FT IROD

FTD

FGA “SCORT"



FTCO

FTCO structural subdivisions managing risks:

4. Managerial decision-making

ORGANIZATIONAL STRUCTURE OF THE INTERNAL (OPERATIONAL) TREASURY RISK MANAGEMENT SYSTEM





1.	Identification of selected risk groups:

Identification based on results of internal control, internal audit, checks of supervisory bodies, addresses

Analysis of regulatory acts, legal acts, technical regulations 

2. Analysis and evaluation of identified risk groups, drawing proposals for their minimization

3.	Generation of reporting on identified internal treasury risk group management

19

3 Level of Management:

FT Leadership

Internal Public Financial Control Enhancement Division

FTCO divisions 

(managing risks in the corresponding area of activity)

FT IROD

FTD

FGA “SCORT"



FTCO

ORGANIZATIONAL STRUCTURE OF THE INTERNAL (OPERATIONAL) TREASURY RISK MANAGEMENT SYSTEM

4.	Managerial decision-making

FTTO structural subdivisions coordinating risk management





1.	Identification of selected risks:

Identification based on the results of internal control, internal audit, checks of supervisory bodies, addresses

Analysis of regulatory acts, legal acts, technical regulations 

2. Analysis and evaluation of selected risks, drafting proposals for their minimization

3.	Generation of reporting on selected internal treasury risk management

20

4  Level of Management:

FT Leadership

Internal Public Financial Control Enhancement Department

FTCO divisions 

(managing risks in the corresponding area of activity)

FT IROD

FTD

FGA “SCORT"



FTCO

ORGANIZATIONAL STRUCTURE OF THE INTERNAL (OPERATIONAL) TREASURY RISK MANAGEMENT SYSTEM

4.	Managerial decision-making

FTTB’s structural subdivisions managing risks:







Unit







Unit







Unit







4. Regulations of the Internal (Operational) Treasury Risk Management System
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REGULATIONS OF THE INTERNAL (OPERATIONAL) TREASURY RISK MANAGEMENT SYSTEM AT THE FEDERAL TREASURY

The Order of the Federal Treasury on Organization of the Federal Treasury's Internal Financial Control and Internal Financial Audit Operations





Internal Control Standard 

of the Federal Treasury



Internal Control and Internal Audit Standards of the Federal Treasury applied by the Federal Treasury control and audit subdivisions in controls and audits



Classifications of internal (operational) risks by areas of activity of Federal Treasury territorial bodies (lists of possible (basic) violations in operation of Federal Treasury territorial bodies)



The order of carrying out integral evaluation of Federal Treasury territorial bodies' operations based on control and audit findings 

Ex-post Operational Internal Automated Control Standard in Federal Treasury Territorial Bodies 
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RESPONSE OPTIONS TO INTERNAL (OPERATIONAL) TREASURY RISKS AT THE FEDERAL TREASURY



RISK ASSUMPTION 





RISK AVOIDANCE 





RISK TRANSFER 



RISK CONTROL (REDUCTION) 









It is economically unfeasible to take response measures compared to the possible damage in case of treasury risk occurrence

Change in the established order of operation to avoid risk

Transfer of treasury risks for insourcing/outsourcing

Reduced amount of loss in case of risk occurrence

23





RISK MONITORING AND INTERNAL (OPERATIONAL) TREASURY RISK MANAGEMENT SYSTEM FUNCTIONING PERFORMANCE CONTROL

Observation of changes:



in treasury risk factors, 

in treasury risk dimensions, 

in the results of managerial decisions adopted in its respect. 



RISK MONITORING 





RISK MANAGEMENT SYSTEM FUNCTIONING PERFORMANCE EVALUATION 



Ensuring attainment of values of performance indicators in the Federal Treasury's operation

24





Thank you for attention
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Treasury Service of Georgia BACKGROUND InFo

Treasury Service - Subordinated Agency under the MOF;

Single Office with 97 staff;

Generally in charge of:

executing, accounting and reporting budget payments;

accounting and reporting on budget receipts;

developing accounting methodology; 

developing functional specs for the PFMS;

Currently covering 1576 organizations in total: 

State Budget and other deposit operations of state budget entities;

Specific budgets and other deposit operations of Specific budget entities;

Budgets of Autonomous republics;

LEPLs (Legal Entities of Public Law) and NNLE (Non business non commercial legal entities) budgets of economic activities; 





Public Financial Management Information System

First Web Based application for executing budget payments introduced in 2010;

BOs were able to link to the PFMS payment module through internet;

Middle layer comprising regional offices became redundant;  Centralized procession of payment more effective (transaction time, staff capacity, administrative costs of maintaining offices in regions)

11 regional offices abolished in from June 2010 to Dec 2010; service department of the Central Treasury undertook processing of  budget payments from all central budget organizations; 

Payment module of the PFMS fully functional since 2011;

Back office Treasury i.e. Web based modules for processing payment, revenue accounting, banking, payroll, accounting and reporting etc went live in 2012. 





Risk Management & Internal Control	

Treasury is exposed to strategic, operational and Financial risks;

Operational risks assessment and management is the most vigorous.

Treasury ensures:

Payments are within appropriations;

payments complied with the  rules and procedures for Procurement, Budget Classification, Accounting regulations, banking regulations etc;

Unauthorized people are not permitted to the system (e-passport management);

* Technical risks are managed by the Financial Analytical Service of the MOF (unauthorized access to the system monitored, Incident management schemes and business continuity plan developed).

** Assessing appropriateness, identifying misuse of Budget Funds is direct responsibility of the internal and external audit; Therefore, Treasury does not request justification of payments from BOs. 







Risk Management & Internal Control	

Treasury internal control mechanisms performed through FMIS

Users Permitted to the specific functionality and actions in the system managed in the e-passport module by the Treasury;

Three layers of authorization process developed: Front – BO, Middle layer – Financial office of the Municipality where applicable, back office – Treasury Departments;

Three stage authorization process required for each transaction: 1. Create/edit; 2. Verify; 3. Approve/send;

FMIS performs following checks:

payment against appropriations;

procurement conducted, contract signed and uploaded;









Internal Controls and integrated Web Services 





E-Treasury module obtains information on program codes, budget classification codes and budget appropriations numbers from the “Budget Planning and Appropriation Management Module”. 



PFMS is linked with the electronic system of the State Procurement Agency, from which E-Treasury obtains information on signed contracts (tender number, contract number and date, identification code and the name of the supplier, the total contract amount and currency, CPV code).



In order to verify the supplier's name and identification code, the system uses the linkage with electronic database of the Revenue Service and the Civil Registry.



The identity of Individual beneficiaries (payroll, service contracts, etc.) are checked for correctness against the Civil Registry Database (in compliance with all rules on confidentiality of the private data)









Risk Management & Internal Control	

Service Department of the Treasury manually checks:

Payment basis/supporting documents valid; (if there is no contract; if sole source selection done breaching the law)

Budget Classification Code fully corresponds CPV code and supporting documents;

Whenever beneficiary organization is different in contract / commitment document from the beneficiary in Payment document, justification required;







Risk assessment



Informal Risk assessment was conducted in the Service Department based on the analysis of (i) standard payments, (ii) most commonly executing payments and (ii) previously rejected transaction 

Lower risky payments were identified based on two main points:

matching of supporting documents, BC code, CPV code and other text inputs easily identifiable and could be stored in the system as a rule (ex: Healthcare programs); 

Most commonly used periodic payments across municipalities and Ministries (ex: Utilities, payroll). 

High risky payments comprise:

Frequent mistakes made by budgetary organizations on each stage of payment (contracts, commitments, payment requests);









 





Green Corridor 
Concept

Green Corridor Approach has been introduced for the efficient implementation of the Treasury operations which means automatic procession (receive, check, authorize, send to RTGS) of a payment document registered into the Treasury Information System by the budgetary organization. Payments authorized and sent to the Banking system without any manual process in the back office Treasury, Minimizing Operational risks at the same time. 



	





Why “Green Corridor” brought to the Agenda

	The idea of Green Corridor evolved in 2011 shortly after all payment documents were transformed in to electronic form



Boost Operational business cycle - Due to the increased number of transactions the need of faster processing of payment documentations was the key factor.

Leveraging Technologies  - Major part of the banking service switched to an electronic service as a result of improvement in electronic payment infrastructure. Central Bank also upgraded its Real Time Gross Settlement System (RTGS) to the new level. The treasury capacity of processing payments lagged behind. 

Responding Development Objectives towards Decentralization of control - Treasury Management see its future role in gradually diminishing its operational control over the routine payment processing and strengthening its function in analytical and managerial reporting and financial risk management;





Transaction Statistics

Transaction number has been increasing steadily over the past decade due to:

increase in budget;

new procedural requirements (payroll, business trips, CPV code verification)

... and further increase is anticipated (ex: entering invoices into the system)











2014	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Contracts	2014	6537	6700	8157	8834	10112	11872	8930	7251	8522	9358	10720	11928	2015	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Contracts	2015	10806	26840	19627	17473	18957	23513	24278	19621	24230	21283	22043	33199	2016	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Contracts	2016	20550	29053	25678	25627	23999	27382	24215	22644	25475	24430	26847	35597	2014	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Commitments	2014	9275	10701	12546	17694	16475	17693	20818	15106	16959	20756	19350	23814	2015	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Commitments	2015	22165	48703	44024	47048	44405	49134	52513	39982	47743	51015	45887	71874	2016	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Commitments	2016	32315	52568	55331	62712	53744	59039	60588	50116	53854	57549	56342	80985	2014	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Prepayment verifications	2014	2067	2176	2602	2953	3245	3978	4485	3718	4980	4442	4638	6070	2015	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Prepayment verifications	2015	4329	5199	6513	6734	6735	9358	8913	7098	8128	8763	7277	10077	2016	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Prepayment verifications	2016	681	3432	6985	7419	7848	10427	8649	8526	8907	8657	9535	11893	2014	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Payment Requests	2014	170362	205598	215723	221773	226000	228710	229788	214165	235428	247573	287021	437406	2015	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Payment Requests	2015	340324	483342	532207	521226	471709	500376	503022	448901	504183	468325	490890	738393	2016	Jan	Feb	Mar	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Payment Requests	2016	409249	552799	599709	628017	526643	614296	559527	565398	560466	543534	540695	806903	Settings and Conditions





Green Corridor Settings and configuration includes two types of conditions - General and Specific Conditions. 



Some conditions are set into the system globally – called General Conditions, which apply to all transactions that may go through Green Corridor. If change needed, Treasury prepares a note to the IT service with the detailed description and IT service makes changes in software code.



Specific Conditions are locally and manually managed by the administrator (Service Department of the Treasury Service) from the system interface. These conditions set different requirements for specific program codes, for specific expense type, for specific contract type, etc. 



Specific conditions are managed in the configuration interface where all fields of the payment documents are listed and valid combination of inputs in these fields specified for each and every payment type individually.





General and Specific Conditions
Statistics 







At present, the following payments could go through the Green Corridor:

Water consumption

Electricity consumption

Natural and liquid gas consumption

Healthcare programs

Payroll

Travel expense advances



Analysis for other types of payment undergoing and will be added shortly.



Establishing Green Corridor has accelerated payments processing in the Treasury, especially in the third decade when most of the  remunerations are paid, 70% of total number of payment processed through Green Corridor. 







Treasury Service
Ministry of Finance of Georgia

Thank you





www.mof.ge

www.treasury.gov.ge

www.etrasury.ge
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Assessment and review 
of business processes

 Public financial management performance assessment (PEFA)   World Bank (SECO) – 2014

Positive assessment of the budget execution forecasting capability, including budgetary accounting, reporting and bookkeeping 

Expanding the scope of TIMS

Integrating TIMS with treasury portal

Integrating TIMS with the Financial Accounting and Reporting System in Budget Institutions (FARABI)  

A PEFA-based action plan approved by the MoF of Azerbaijan  

Improve fiscal forecasting

Improve quality and transparency of budgetary reporting 

Improve business processes used in budget execution





The budget execution assessment process

Documentary review of business processes (initial assessment)

Assessment of the treasury performance in real time, including the performance of the central office and regional branches 

Analysis of TIMS integration with treasury portal 

Analysis of TIMS integration with FARABI, meetings with finance departments of line ministries







ICT configuration of the State Treasury

Budget entities – users of FARABI

Other budget entities

PORTAL

TIMS

Vendors’ bank accounts with commercial banks













Stage 1            

Approval of the annual budget  

Uploading monthly resources (cost estimates) to TIMS

Stage 2                 Procurement operations  

Stage 4                Generating budget commitment document

Stage 3                   Acceptance of goods and services

Approval of budget commitment document by the Treasury

Examination of budget commitment document by the Treasury

Sending the budget commitment document

Approval of budget commitment document

Uploading budget commitment document to portal

Stage 5                    Entering verification document to TİMS

Sending verification document to portal

Printing verification document at the organization/entity

Uploading verification document to portal

Approval of verification document at the organization/entity

Status of  payment document changed to “paid”

E-payment to the creditor

Stage 6   

Approval of payment document in TIMS

Examination of verification document by the Treasury

Approval of verification document by the Treasury







































A review of existing business processes

 (budget execution)





Stage 1    

Approval of annual budget and expenditure powers  

Stage 4  

Goods and services provided

Stage 5          Acceptance of true invoice

Stage 6      Justification of due date for expected payments in  the accounting system

Stage 2          Procurement decision – initial commitments 

Stage 3  

Procurement request (legal commitment)

Commitment approval 

{financial commitment)

Payment by due date

Request Stage -        

        Bidding expected

Control over resources/ Budget commitment 

Resources accumulation for other purposes

Due invoices

Budget debts,     

   overdue payments

Approval of payment with actual resources and accumulations as of due date



























Budget execution: best practice





		#		Topics/Recommendations		Responsible body

		1		Stricter budget control over budget institutions’ expenditures to optimize settlements re. cash needs of financial institutions.		Budget Department of MoF and Treasury 

		2		Consider a gradual shift from monthly amounts (cost estimates) to annual actual financing. Initially this could be done by introducing a quarterly process split into monthly plans. The process should be implemented by appropriate enforcement of relevant commitments.		Budget Department of MoF and Treasury 

		3		Strengthen ties with procurement process, including options of introducing a portal or other mechanisms to disclose contract information. 		Ministry of Economy (MoE)

		4		Consider mechanisms to better integrate TIMS procurement processes. Similar links should be established for FARABI and between systems used by ministries, committees, agencies.   		MoE. MoF, Treasury

		5		Consider optimization of  control over salaries and debt expenditures. 		Treasury

		6		Consider establishing 4 categories of commitments: one-off commitments  (small and large amounts), annual commitments and future commitments.		Treasury

		7		Review the current government payment profile to get a better picture of the risks that may exist in Azerbaijan.  		Treasury

		8		Registration and approval of accounts payable in FARABI and TIMS – at the time of accepting goods and services, and not during payment.		Treasury and MoF

		9		Consider introducing a 30-day payment deadline upon provision of goods and services Рассмотреть вопрос 30 дневного срока оплаты после предоставления товар и услуг. 		Treasury and MoF

		10		Expand TIMS/FARABI coverage. With budget institutions lacking an adequate system, FARABI would be be the most efficient and rational choice; ideally the system should be implemented before 2020 as a priority. 		Treasury and MoF



Recommendations based on 

business processes assessment





		#		Topics/Recommendations		Responsible body

		11		Better integration of the various systems, elimination of manual document processing.		Treasury

		12		Automated software for procurement portal. However, no new system should  duplicate existing ICT capabilities, e.g. budget execution and control, performed in TIMS and portal. 		MoF, MoE, Treasury

		13		Consider ways to improve user interface with the help of available and future systems – a single portal for TIMS, budget preparation and procurement could be considered.		MoF and Treasury

		14		Ensure that all PFM systems use a uniform chart of accounts and budget classification to enable unfettered exchange of financial transactions and information across the entire platform.		MoF and Treasury

		15		Develop a PFM system implementation plan. This would make all stakeholders aware of the suggested time schedule and may help to adjust their plans accordingly.		MoF, MoE, Treasury

		16		Review processes to institutionalize the main ledger capabilities in both budget institutions’ recording systems and TIMS for public administration. 		Treasury and MoF

		17		Consider interim reports consolidation instruments prior to FARABI deployment. Consider options for uploading data to FARABI from external interim instruments.		MoF

		18		Establish TIMS as the core PFM system.		Treasury

		19		Provide TIMS reporting, recording and control capability to the lowest level of budget institutions.		Treasury

		20		Consider expanding call center functions beyond technical support to provide a broader range of service related to  the entire budget execution process 		Treasury

		21		Consider subnational capacity when training budget institutions’ staff and engage them in training materials development		Treasury



Recommendations based on 

business processes assessment





Business processes employed by the Treasury of Azerbaijan vs. advanced practice

		Stage		Name 		Stage		Name

		1		Budget control and appropriations		1		Budget control and appropriations

		2		Procurement		2		Initial commitment/ procurement

						3		Contract signing and commitment approval

		3		Acceptance of goods and services, invoices		4/5		Acceptance of goods and services, invoices

		4		Initial approval by Treasury				

		5		Payment request				

						6		Expected payment

		6		Payment		7		Payment

						8		Debt management



		Current processes		Advanced practice







Treasury payments

		Payments in 2015
				

		 Range		Total value		Number of transactions

		Less than 1,000		62,761,970.61		293,420

		1,000-2,000		56,924,069.47		40,213

		2,000-5,000		155,344,051.48		48,085

		5,000-10,000		185,210,557.97		26,265

		10,000-20,000		285,521,427.29		20,243

		20,000-50,000		549,396,510.79		17,323

		50,000-100,000		549,853,350.63		7,893

		100,000-250,000		885,713,958.56		5,729

		250,000-1,000,000		2,014,668,642.74		4,251

		1,000,000- 5,000,000 		2,307,871,270.86		1,174

		Over 5,000,000		8,266,491,590.45		320

		 		 		 

		Total:		15,319,757,400.85		464,916

						



		Payments in 2016
				

		 Range		Total value		Number of transactions

		Less than 1,000		64,210,976.79		306,011

		1,000-2,000		56,925,657.66		40,051

		2,000-5,000		149,985,424.90		46,333

		5,000-10,000		172,556,603.70		24,413

		10,000-20,000		269,689,401.90		19,043

		20,000-50,000		555,093,309.80		17,518

		50,000-100,000		554,175,216.50		7,924

		100,000-250,000		894,009,848.00		5,739

		250,000-1,000,000		2,046,118,975.00		4,306

		1,000,000- 5,000,000 		2,669,625,537.00		1,359

		Over 5,000,000		6,750,249,557.00		356

		 		 		 

		Total:		14,182,640,507.82		473,053

						







Recommendations based on payments review

1.  Employ the “green corridor” approach

2.  Eliminate two-stage checks re. payment of salaries and pension benefits 

4.  Random checks re. low-value payments 

3.  Use different control levels re. established payment limits

6.  30 days to honor accounts payable (immediate payment to be made only for goods and services with discount)

5.  A system to analyze high-risk payments (e,g. significant deviation from previous years or periods)





Budget organizations/entities

PFM Central Portal



FARABI

Banking system

TIMS

Vendors

Procurement 

system

Budget 

preparation 

system























Recommended ICT structure for PFM





Answers

Questions
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Payments in 2016

Range Total value tlllllllsn:cgo(:lfs
Less than 1,000 64,210,976.79 306,011
1,000-2,000 56,925,657.66 40,051
2,000-5,000 149,985,424.90 46,333
5,000-10,000 172,556,603.70 24,413
10,000-20,000 269,689,401.90 19,043
20,000-50,000 555,093,309.80 17,518
50,000-100,000 554,175,216.50 7,924
100,000-250,000 894,009,848.00 5,739
250,000-1,000,000 2,046,118,975.00 4,306
1,000,000- 5,000,000 2,669,625,537.00 1,359
Over 5,000,000 6,750,249,557.00 356

Total: 14,182,640,507.82 473,053









Payments in 2016

Range Total value

Number of 

transactions

Lessthan 1,000 64,210,976.79 306,011

1,000-2,000 56,925,657.66 40,051

2,000-5,000 149,985,424.90 46,333

5,000-10,000 172,556,603.70 24,413

10,000-20,000 269,689,401.90 19,043

20,000-50,000 555,093,309.80 17,518

50,000-100,000 554,175,216.50 7,924

100,000-250,000 894,009,848.00 5,739

250,000-1,000,000 2,046,118,975.00 4,306

1,000,000-5,000,000  2,669,625,537.00 1,359

Over5,000,000 6,750,249,557.00 356

Total: 14,182,640,507.82 473,053
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Risk assessment vs. 
Risk management

Risk assessment is a tool – applied in different business areas

SWOT analysis (strengths, weaknesses, opportunities and threats) 

Risk management is an operational activity of management

Internal auditors have to make a risk based strategic and annual audit plan
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04/07/2017

 

Risk based audit planning vs. 
Risk management



				Risk based audit planning		Risk management

		Who responsible for it?		Internal auditors (IA)		Management

		What is the purpose of it?		To decide on the focus of internal audit activity		To manage risk in order to achieve the objectives

		What is the result of it?		Risk based strategic and annual audit plan		Risk inventory, Risk map, Control Self-assessment, Action plan for managing risks

		What are the steps?		A – if there is a reliable risk management in place – IA use the information from it, but still use their on professional judgement
B – if there is no risk management – with the involvement of management IA should assess the risks by their own in order to establish their audit plans, but this risk assessment cannot be considered as risk management!		Risk identification
Risk analysis
Risk evaluation
Decision on how to manage the identified risk ( Determination of Risk appetite, Control Self-assessment and choosing the applicable strategy for risk mitigation)
Action plan
Take action to mitigate risks
Monitoring of action plan
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What we consider as Risk?





Risk: The possibility of an event occurring that will have an impact on the achievement of objectives. Risk is measured in terms of impact and likelihood.​

Risk Management: A process to identify, assess, manage, and control potential events or situations to provide reasonable assurance regarding the achievement of the organization's objectives.​

Inherent Risk: An assessed level of raw or untreated risk; the natural level of risk inherent in a process or activity without doing anything to reduce the likelihood or mitigate the severity of a mishap, or the amount of risk before the application of the risk reduction effects of controls.

Residual Risk: The risk remaining after management takes action to reduce the impact and likelihood of an adverse event, including control activities in responding to a risk.​



INHERENT RISK – CONTROL ACTIVITIES = RESIDUAL RISK 
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An event 

Occurs in future

Has negative impact on objectives

5

RISK







RISK?



Can we consider a problem as a risk?

Is it a risk if we are uncertain in something?

Is it a risk if we are lack of something?
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RISK FACTORS

Generate risks

Elevate probability or impact of risks



Eg. Lack of resources, lack of information 
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Identification of risk

Risk universe (in audit planning – audit universe)

No one can assess risk if objectives are not clear!

What risks we should identify during risk management?

Formulation of risk is essential to have an effective risk management
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Evaluation of risk

Risk categories

Risk factors

Risk criteria





Probability * Impact = Risk value
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4 options to manage risk
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Our objective was to understand risk management and risk based audit planning

Our countries just started to implement IA and internal controls that’s why most probably the organisation doesn’t have a proper risk management – so IA need to assess risk to establish audit plans according to IIA standards

During the working group meetings we processed a case study – which became also a knowledge product – Moldova and Hungary created a training on RA and RBAP on the basis of this case study

We elaborated a Risk assessment in audit planning guide for public sector internal auditors

IACOP approach







11



2017.07.04.

 



Internal auditors cannot be involved in decision making, but can help the organisation to understand of risks



IIA Standard 2100 – Nature of Work: The internal audit activity must evaluate and contribute to the improvement of the organization’s governance, risk management, and control processes using a systematic, disciplined, and risk-based approach. Internal audit credibility and value are enhanced when auditors are proactive and their evaluations offer new insights and consider future impact. – IA is helping by performing the internal audit activity





Role of internal auditors in risk management
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THANK YOU FOR YOUR KIND ATTENTION!
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ESSENTIALS OF RISK MANAGEMENT:

1.DONT DO ANYTHING WRONG TODAY.
2. DON'T DO ANYTHING WRONG TOMORROW.
3. REPEAT.

©Randy Glasborgn  lasborgon.com
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GENERAL OVERVIEW OF treasury rIsk management
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Risk Management at Treasury













 ERM

All kinds of risks incl. strategic, legal reputational etc.

A component of general internal control system of the institution

Management of enterprise –wide risks

All Treasury units

(Public finance, shareholder executive, foreign economic relations, regulation of insurance system  etc.)

Strategy Development Department

Internal control and risk management groups in each unit

Internal Control and Risk Management Coordination Committee

1. Risk Types

2. Risk Owners

3. Coordination

4. Risk Governance













 Public Finance

RM

Market Risk

Credit Risk

Operational Risk

Specialized technical risk management function for public finance management

Management of specific public finance  risks

Public finance units

(Debt management, cash management, receivables management, accounting etc.)

Middle Office   (Mar-ket Risk, Credit, Risk  and Operational Risk Manage-ment and Budget Monitoring Departments.)



Debt and Risk Management Committee

1. Risk Types

2. Risk Owners

3. Coordination

4. Risk Governance









































































Debt and Risk Management Committee

Composition

Deputy Prime Minister (Chair for critical meetings)

Undersecretary  (Chair for ordinary meetings)

Deputy Undersecretaries

DG of Public Finance

DG of Foreign Economic Relations

DG of Economic Research and IT Systems

Duties and Responsibilities

Determining borrowing strategies and risk limits for annually for a 3-year period

Monitoring these strategies and limits

Determining policies for Treasury guarantees and on-lending and receivables

Other



Coordination and Technical Work

Performed by Middle Office

Technical work and analysis for borrowing cost and risks

Presenting analysis, reports and proposals to the Committee

Other















Managing Public Finance Risks



















Annual Meetings

Monthly meetings



Evaluation of Macroeconomic Outlook

 Debt and Risk Issues

Global economic conditions

Macroeconomic indicators

Financial sector overview

Budgetary realizations and projections

Cash realizations and projections

Foreign and domestic borrowing markets

Overview of risks















 Core annual strategies and limits

 Annual borrowing program

 Guarantee and on-lending limits























































































































Strategic Benchmarks and Indicators





























































 Liquidity Risk

 Currency Risk

 Interest Rate Risk

 Refinancing Risk

 Keeping certain level of cash reserve

 A minimum nominal figure 

 Using fixed rate TL instruments as the major source of domestic cash borrowing

Decreasing the share of debt which has interest rate refixing period less than 12 months 

 Borrowing mainly in TL 

A nominal ceiling for FX borrowing and FX cash reserves

 Increasing the average maturity of domestic cash borrowing taking market conditions into consideration

 Decreasing the share of debt maturing within 12 months
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CASH MANAGEMENT PROCESSES
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Cash Management Processes

Core processes

Interacts with other sub-processes and support processes





















Annual Cash Planning

Monthly Cash Planning

Daily Cash Planning

Managing Cash Reserves

Short-Term Money Market Operations

 September-October Period



Use budgetary figures as inputs



Annual cash program with daily projections





 Revising annual program on a monthly basis



Monthly meetings with agencieas and MoF



Evaluation of cash requests of agencies submitted to CRS

 Monthly program figures are translated into daily program figures

Daily cash requests are collected via PEPS

Cash reserves of the institutions are gathered

The next day’s cash allocation figures are determined









 All TL and FX account balances are remunerated automatically on a daily basis with market rates.



Not a single idle balance left at any Treasury accounts.



Treasury pays transaction fee to CBRT  and ZiraatBank for banking operations.



 Regulation since 2008.



3 types of instruments



Not utilized so far due to strategic benchmark on holding strong cash reserves



Technical infrastructure is being tested and kept ready
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ManagIng CASH management rISKS 
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Sources of Cash Management Risks





4 Major Sources

Macroeconomic outlook 

Interest rates

 Exchange rates





Market Risks



 Guarantees

 On-lending

 Debt assumption commitments (PPP Projects)



Credit Risks



 HR risks

 IT Risks

 Stakeholder Risks



Operational Risks



 Mostly related with markets risks on the revenue side

 Tax cuts and reliefs

 Incremental expenditures 



Budgetary Risks

1

2

3
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Managing Market Risks

















 for cash management purposes to control

time differences between cash inflows and outflows

revenue-based deviations

expenditure-based deviations



 The level of cash and other highly liquid assets readily available to cover financing needs

 Maximum level for FX reserves

Redemption profile for FX type payments is considered

If the amount exceeds upper limit+allowance => Convert the excess amount of FX to local currency

Liquidity Buffer

FX Reserve Level

for debt management purposes to reduce

re-financing risk 

short term bond auction volatilities































Liquidity Buffer

    







Historical analysis of the ratio

∑(monthly offers in the auctions) / ∑(monthly redemption) 













Determination of the critical periods and their average duration

low demand for the auctions (mean and std. deviation of the above ratio)



Availability of financing sources

Financing from the auctions during critical periods 

Other sources (primary surplus, privatization etc.)



Average Monthly Liquidity Buffer

Minimum Daily Cash Balance







Daily Available Cash Reserve = Cash Reserve – SDR 







DACR / Average Daily Redemption  

DACR/ Average Daily Primary Expenditures































Managing Credit Risks







Credit Rating Model







Guarantee and On-Lending Limits







Risk Account

 A guarantee and on-lending  limit is imposed on the Treasury guarantees through the Annual Budget Law. 

 4 USD billion for 2017

 Partial guarantee (Up to 95% of the total amount)

 Held at Central Bank since 2003

 Used for risks arising from contingent liabilities

 Prohibited to serve for any other needs.

 Revenue sources: Budgetary appropriations, guarantee/on lent fees, collections for undertaken amounts 

































Managing Operational Risks

    







COSO Model for Risk Identification, Assessment and Monitoring 

Qualitative evaluation of risk magnitude and probabilities

Mapping risks as high, medium and low level risks















Risk submission and reporting

Each operational risk event is reported to OR IT sytem by the relevant personnel

Periodic operational risk reports 



Contingencies

Business continuity plan

Periodic emergency drills

Emergency centres in various locations

































Managing Operational Risks-Example

    



								

								

								

								

































ManagIng CASH management performance 
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Key Performance Indicators and Monitoring-I

    







Cash management KPIs are part of 5-year Strategic Plan and annual performance programs of Treasury since 2009/2010. 





























<BMR ; <BME

i: Month i subject to performance measurement

Rai; Eai: Actual revenue and expenses respectively

Rpi; Epi: Programmed revenue and expenses respectively

BMR;BME: Benchmark value (minimum acceptable performance) for revenue and expenses

  



Initially set as a single KPI based on deviations from the projected cash surpluses/deficits on a monthly basis.

CMD is subject to Turkish Court of  Acccounts’s audits and accountable for these KPIs

Since 2014 two separate indicators defined as the average monthly deviation in the total revenues (cash inflows) and expenses (cash outflows) of which the results are reported monthly.

































Key Performance Indicators and Monitoring-II









Due to relatively less controllability issue the benchmark for the revenue side ise lower.







Benchmark values (the minimum acceptable performance) have been set more stringent year by year.































The way forward
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 A more comprehensive liquidity buffer which incorporates high-risk revenue items and obligatory payments. 

Identification of  revenue items which are one-off and subject to variation.

Assigning a risk factor to relatively stable revenue items 

Identification of obligatory payments like payroll and social security contributions.

Examining the difference between  stable revenues and obligatory payments for the upcoming 20 days on a daily rolling basis (calculating the largest cumulative deficit for upcoming 20 days) 

Arranging the minimum buffer level taking into account the negative differences.







A more conservative reserve target apart from liquidity buffer

A lengthier  period considered for revenue-expense differences.

Changing weights assigned to the target calculation depending on the riskiness of the term of the year

 

Vision I: More Comprenhensive Reserve Benchmarks or Indicators 





































 A KPI to measure the performance of the daily programming process

Daily deviations are already scrutinized and  reported to top-management every day  .

A formal indicator would  enhance the accountability to a higher level







A KPI to measure the performance of the remuneration system

Since that currently  the remuneration is an automatic process based on a single rate with no idle balances at the end of the day, it may not be very effective indicator for performance measurement.

Envisaged to be very instrumental after the accomplishment of the new TSA system and establishment of new remunaration channels 

A KPI like,

 

Remuneration Income/Average Reserve Level



Average Borrowing Cost of Treasury 



is worth being considered







Vision II: More Comprenhensive KPIs































Thank You!

TURKISH TREASURY
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Risk 


Number


Risk Name Causes of the Risk


Risk Category 


(Kind/Class)


Natural Risk


Department  Cash Management Department


Process  Code &Name 02.01.01 - Annual and Monthly Cash Programming


Process Target Providing minimum deviations from the forrecasted figures
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Russian 

Treasury

   Russian 

      MoF

Role of the Russian treasury in cash management









Centralized Model – one managing entity

Decentralized Model – several managing entities

Models of public debt management and execution

Of active operations
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reporting, cash plan, operational information





billion Roubles

January



«notional zero



billion Roubles

Russian Treasury -  liquidity management

  - active  operations





Use of rough and fine-tuning tools





- Passive operations

Russian MoF-  budget balance support



















period  t 





  - receipts 

 - deficit

- surplus

- expend-s

















Balancing by sources

Coordination of common parameters

Buffer volume

December



STA balance

January
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Russian Federation

France (case study)







public debt

sovereign wealth funds

active operations











 

Agence France Trésor





public debt



active operations











2

2





3

 key risk hedging tools involved in cash management

		Managing Entities		Objects of Management		Risks		Hedging Tools

		Ministry of Finance		Public Debt
Sovereign wealth funds		Lack of resources to cover a federal budget deficit – default risk;

Irrecoverable loss of financial assets from sovereign wealth funds
		A balanced fiscal policy;

A balanced debt management policy;

Diversification of tools to manage sovereign wealth funds; 

Development of requirements to counterparties

		Federal Treasury		STA liquidity		Cash gap- default on obligations;  

Default on counterparties’ obligations– loss of placed amounts		Setting of requirements to counterparties;
Development of strategy and tactics for placement/  raising of funds; 
Establishment of an account buffer balance; 
(auction) bid parameter control;
Diversification of active and passive (reactive) operations;
EFL*;
Development of a rapid response liquidity management mechanism in case of a cash gap;
Information security of payments



* EFL=expenditure financing limit -  a tool applied by the Russian MoF based partially on the Federal Treasury information 
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Requirements to counterparties

4

Placement of federal budget funds in bank deposits

Budget credits

Purchase (sale) of securities through REPO agreements

4
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General License issued by the Bank of Russia 





Capital at least1 billion Roubles





No overdue payables on deposits and REPO





No currently active measure enforced by the Bank of Russia for a failure to meet a mandatory requirement

























General License issued by the Bank of Russia 





Capital at least 25 billion Roubles 

(FT may change the requirement))





One of the requirements:

- To be under direct or indirect control of the Bank of Russia;

- Agreement with the Deposit Insurance Agency on a Subordinate Loan and provision of federal bonds





No overdue payables on deposits





participation in the mandatory deposit insurance system





Other requirements

































The limit is 1/12 of the budget revenue amount as approved by the Budget Law or Regulation (except for grants, subsidies and inter-budgetary transfers)  





Maximum credit period is 50 days (the credit repayment due date is November 25th of the current year) 





No resources placed in bank deposits



























billion Roubles

notional zero

‘buffer’ volume

V 2

V 1 = 50            

0

t+90

t+15

t+70

t+20

t+75 

t+90 







V 1

V 3

V 4

t+15



V 2 =  150            

V 3 =  200

V 4 = 200            

2nd Stage: Identification of temporarily surplus cash amounts for various periods

t+50
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t+75



Development of STA day-by-day cash flow forecasts– knowledge of future liquidity levels

1st  Stage: Forecasting of cash flows for a long period (broken down by days) 

3rd Stage: development of placement program and daily targeting perimeter









16:00

Identification of the amount to be placed

(decision-making)

Collection of major applications and generation of information on all federal treasury regional offices

Identification of maximum amount of temporarily surplus cash

Decision endorsement by Commission

Signature by the Commission Chairperson

16:30

17:00

17:30

18:00

Federal Treasury local offices

Profile unit 1

Profile unit 2

routine interaction/communications

*

*

*

*
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billion Roubles



notional zero



‘buffer’ volume

0

t

Daily targeting perimeter

Before placement program



V1

V2

V3

V 4

V5

V n

V6

Fine-tuning of liquidity



V6

 placement of funds for t+1-a source of ‘instant’ liquidity



Outcome of daily targeting

 decision making matrix



outcome:

Effective liquidity management – use of every rouble;



Control of liquidity changes for t+1 – volatility-resistant approach;



Source of ‘instant’ liquidity
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Periods of ‘moderate’ and ‘large’ receipts

Buffer volume on sta– a source to cover urgent payments

‘buffer’ volume:



billion Roubles



notional zero



‘buffer’ volume

0

Period of ‘moderate’ receipts

Период II



Period of ‘large’ receipts



Key tax receipts (mineral extraction tax, value added tax)



Targeting options:

Algorithm # 1:   Vpl= Sf-Exp-P+Rpl-Buf

Vpl – volume of surplus cash (to be placed)

Sf – projected surplus funds for t+1

Exp – expenditures t+1

P – payments (sources, ‘long monies’, other)    t+1

Rpl – recovered from placement t+1

Rev – revenues t+1

Buf -  ‘buffer’ volume

Algorithm # 2:   Vpl= Sf-Exp-P+Rpl+85%Rev-Buf













Algorithm # 1

Algorithm # 2
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Depends on a fine-tuning toolkit





Correlates with a period of fine-tuning





A revisable value





Covers expenditures and payments t+1, t+2 





A current targeting benchmark – ‘a corridor’ (a collar) of 150-300 billion Roubles



















Control of (auction) selection parameters of applications for deposits and repo deals

8

Volume 

of cash

Placement 

period

Form of

 selection of

 applications

Cutoff rate*

Minimum placement/

deposit interest rate

Minimum amount of funds per one application



* In extreme cases may be used as a strict cut-off tool for applications from  credit institutions (this cut-off method is practically not used)











Diversification of active and passive operations

Active liquidity management – asset-liability operations related to STA residuals

Active operations are possible with budget-in-deficit as well

STA liquidity management goals:

 to ensure coverage of cash gaps

 to generate income

Active operations– placement of temporary surplus

Passive (reactive) operations– raising of funds to cover temporary cash gaps in the STA (outlook) 

Your Text









Deposits from 8 to 29 

Days in foreign currency

November 2014























Overnight REPO

January 2015























Budget Credits 

to Municipalities

April 2015























Reverse РЕПО





















Forward REPO 

January 2016



























Short-term loans





















Demand Deposits





















Currency SWAP

















2017- 2018







Deposits in Roubles from 5 to 294

April 2008





















Budget Credits 

to RF Constituents

February 2014
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For your information:
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Revenues from placement in 2008-2016 (billion Roubles)

82,7 

(US$1.4 billion)



2008	2009	2010	2011	2012	2013	2014	2015	2016	16224562331.110001	18865419726.049999	4861162465.7400007	19620622294.780003	22515624839.75	30551935429.269993	49122175555.879997	75110954450.889999	82700004450.889999	











 expenditure financing ceilings (EFCs) – long-term liquidity tuning

Liquidity rough-tuning



billion Roubles



Notional zero











Buffer volume

December

Initial liquidity

January

February

March

April

May

June

July

August

……



Months





Development of Long-Term Placement Programs

EFCs setting





Projections (Key Administrators of Budget Funds)

Information on STA Status

Development of EFC Setting Framework

If STA liquidity is insufficient– EFCs are fortified with a parallel expenditure cuts

If liquidity is sufficient on STA – EFCs stay at the level of declared projections

Other options to increase liquidity are available

(e.g., expansion of sources: securities, etc.)

Procedure for EFC Setting

No

Yes





MoF is making a decision on EFC setting

10
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liquidity rapid response mechanism

Liquidity balancing options:

Outcome:



Yes



NO



Yes



NO

11

1

2

3

4



 withdrawal of funds or fund-raising shall be assessed and the option with the highest expected yields shall be selected

?

conclusion: balancing is only possible if a wide range of rapid response tools is available
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Reduction of one-day placement rate





Application of payment due date





Withdrawal of funds from placement





Execution of a payment within an intra-day debit balance on the STA





Fund raising in the capital market





















       placement of funds from t+5

 deposits up to t+5

REPO up to t+5, overnight REPO

12

A wide range of fine tuning liquidity management tools – 

a guarantee for temporary cash gap coverage

  fine

rough

   placement of funds from t+5*to t+n

       deposits from t+5

       REPO from t+5

 *t+5  - nearest future (current time -  t+3)





Expenditure Financing Ceilings (EFCs)







        withdrawal from placement



Fund-raising in the capital market to cover temporary cash gaps (nearest future)

  demand deposits (nearest future)

 application of due date (nearest future)

        STA debit balance mode (being considered)
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Liquidity , total %

Period 

conclusion

Risk zone





Diversification and enhancement of risk hedging tools is a mandatory condition for bringing liquidity down to a ‘notional’ zero

Hedging zone

0/

«условный» 0

100%

STA balance
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Thank you for your attention!
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Minsk 2017

Risk Management as the Basis of Information Security at the Ministry of Finance

www.minfin.gov.by

MINISTRY OF FINANCE 

REPUBLIC OF BELARUS





CHARACTERISTICS OF THE MINISTRY OF FINANCE AS OBJECT OF PROTECTION

    Risk Management as the Basis of MoF Information Security
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General 

government agency







PFM key processes





Over 50 sets 

of tasks

Over 10,000 users











Dozens of subordinated institutions







Geographically spread structure







Interaction with information systems of government agencies and the banking sector





Critically important informatization objects (CIIO)







Higher level of control by external regulator, specific legislation













MoF INFORMATION SECURITY PROTECTION SYSTEM

 Risk Management as the Basis of MoF Information Security
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INFORMATION SECUTIRY PROTECTION SYSTEM



INFORMATION SECUTIRY MANAGEMENT SYSTEM



 





ISMS 

Planning



ISMS 

Implementation



ISMS 

Verification



ISMS 

Upgrade













IS Information Protection System





ISMS internal audits;

Annual internal control of CIIOs

Vulnerability control;

Penetration tests

Implementation of corrective and preventive measures

Risk treatment plan implementation;

Security procedure implementation, security-support measures;

User training

ISMS scope, limit setting; 

Asset recognition;

ISMS policymaking;

Risk assessment, treatment

MoF INFORMATION SECURITY PROTECTION SYSTEM

 Risk Management as the Basis of MoF Information Security
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(plan)

Planning

(do)

 Implementation

Verification

(check)



Upgrade

(act)



































1

2

4

3





INFORMATION RISK MANAGEMENT

 Risk Management as the Basis of MoF Information Security
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Information risk management 



– is a system process of identification, control and mitigation of MoF risks in compliance with the information security protection regulatory framework and the Ministry’s corporate security policy.





RISK MANAGEMENT IN MoF

 Risk Management as the Basis of MoF Information Security



6



















Risk assessment





Control efficiency determination

Risk control option selection



Risk control

















RISK MANAGEMENT IN PRACTICE

 Risk Management as the Basis of MoF Information Security
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Performance 

evaluation

Event 

implementation

Event planning

Process 

description

Risk collection

Threat 

assessment

Vulnerability 

assessment

Loss assessment

3

4

2

1





MOST RELEVANT THREATS 

BASED ON RISK ANALYSIS

 Risk Management as the Basis of MoF Information Security
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Malicious software



Use of illegitimate software



Intruder break-ins as authorized users



Software use by unauthorized users









Unauthorized network access

Software use in an unauthorized manner

Data alteration

Hardware failure

Anthropogenic threats







 Risk Management as the Basis of MoF Information Security
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SELECTION OF INFORMATION PROTECTION MEASURES AND TOOLS











Resources

Vulnerabilities

Threats



Risks



Countermeasures

Risk analysis

Risk management













INFORMATION PROTECTION MEASURES AND TOOLS USED BY MoF

 Risk Management as the Basis of MoF Information Security
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Organizational

Technical

User training;

Asset control and management;

Information security event and incident response procedures;

Access control based on minimized authority;

Control of outsourced services

Security and safety;

Access management;

Telecommunication and network security;

Protection from malicious software;

Encryption protection;

Penetration tests;

Vulnerability management;

Other



































 Risk Management as the Basis of MoF Information Security
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SECURITY AND SAFETY





Security perimeters are created at the Ministry of Finance and structural divisions.

Sever rooms are protected by two security perimeters with separated access control systems.









 Risk Management as the Basis of MoF Information Security
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ACCESS MANAGEMENT













Mandated access management is used at the Ministry of Finance based on the access control matrix.

Information system subjects have certain access rights to various information resources.

There is a multi-factor staff authentication in place for access to the critically important infrastructure objects of the Ministry of Finance.











TELECOMMUNICATION AND NETWORK SECURITY

 Risk Management as the Basis of MoF Information Security
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A protected area for data transfer created based on FortiGate firewalls between the geographically spread MoF structural divisions.

Connection of third-party information systems takes place through FortiGate firewalls.

The MoF network is divided into separate logical domains, each of which is protected by a certain security perimeter.











TELECOMMUNICATION AND NETWORK SECURITY

 Risk Management as the Basis of MoF Information Security
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FortiGate – network firewalls





FortiAnalyzer – event data collection and analysis 





FortiManager for FortiNet device management



















 Risk Management as the Basis of MoF Information Security
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There is a public key infrastructure created at the Ministry of Finance for the document flow from/to territorial treasury clients, consisting of:



1 certification center

5 public key certificate registers

137 registration centers

  









ENCRYPTION







PUBLIC KEY INFRASTRUCTURE

 Risk Management as the Basis of MoF Information Security
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The public key infrastructure 

in the Ministry of Finance is used for:

Confirmation of transferred and stored data integrity

Authentication of transferred and stored data











CURRENT INFORMATION SECURITY ASSESSMENT

 Risk Management as the Basis of MoF Information Security
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Annual information security audit;





Annual internal control of CIIO;





Routine risk assessment and ISMS internal audits;





Penetration testing;





Vulnerability control;

















INFORMATION PROTECTION MEASURES AND TOOLS 

TO BE IMPLEMENTED BY MoF

 Risk Management as the Basis of MoF Information Security
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Continuity of operations procedure implementation

Implementation of protected workstation, server, network hardware setup standard





Implementation of ongoing vulnerability management procedure

SIEM development

DLP implementation











CONTINUITY OF OPERATION MANAGEMENT 

LIFE CYCLE

 Risk Management as the Basis of MoF Information Security
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Decision to switch back to regular operation mode 

Operation in regular mode

Operation in emergency mode

Decision to switch to emergency mode
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Continuity of operation support





Carrying out recovery procedures





Carrying out recovery control check





Analysis, preventive measures, testing





Threat detection/ manifestation





Emergency response and primary control





























SELECTION OF POSSIBLE TECHNICAL AND ORGANIZATION SOLUTIONS TO MANAGE CONTINUITY OF OPERATION

 Risk Management as the Basis of MoF Information Security
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According to STB 34.101.52-2016  acceptable CIIO downtime shouldn't exceed 8.5 hrs/year. 

Single downtime - up to 1 hour.





Downtime cost

Recovery cost

Time

Cost

Best option







Выбор технических и организационных мер (решений) для управлению непрерывностью деятельности должен основываться на стоимости восстановления и стоимости простоя. 

Данные решения применяются с целью:

Защиты деятельности Министерства

Эффективного восстановления этой деятельности

Смягчения последствий инцидентов, разработки ответных и превентивных мер.
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DEVELOPMENT OF CONTINUITY OF OPERATION (COO) PLAN

 Risk Management as the Basis of MoF Information Security
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Activity survey and analysis

Development of a common COO Plan



Development of detailed COO Plan modules



Development of COO Plan management regulations

Structured list of potential threats (risks) with their analysis

List of critical processes/resources

Common COO Plan

Detailed COO Plan modules

COO Plan review regulations

COO Plan testing regulations

- Potential threat (risk) analysis

- Analysis of risk impact on activity

- Development of criteria for continuity and recovery of critical processes

- Development of interaction pattern, preventive procedures

Development of role matrices and detailed action plans for staff in contingencies 

- Development of COO Plan review regulations, 

- Development of testing regulations and program,

- Development of plan testing templates

Stages

Activities

Results









Change monitoring and management

1

2

3

4





Этапы и содержание работ по разработке плана представлены на слайде.

Обследование и анализ деятельности -- Анализ ЛНПА, информационных потоков, накопленной статистики по инцидентам, степени их влияния на деятельность Министерства. Определение перечня потенциальных угроз, их ранжирование.

Разработка общего плана обеспечения непрерывности деятельности -- Идентификация и актуализация критичных процессов и критичных ресурсов. Разработка критериев непрерывности критичных процессов и карты рисков, схемы функционального и коммуникационного взаимодействия подразделений, процедур перевода работы в чрезвычайный режим и возврата в режим повседневного . Определение требований к показателям восстановления критичных процессов. функционирования.

Разработка детальных модулей плана -- Разработка детальных модулей плана обеспечения непрерывности деятельности по наиболее вероятным угрозам, ролевой матрицы и документирование детальных планов действий, процедур оповещения руководства и заинтересованных сторон.

Разработка регламента управления планом -- Разработка регламента по пересмотру плана обеспечения непрерывности, регламента и программы тестирования плана обеспечения непрерывности , шаблонов для проведения тестирования, рекомендаций по информированию и обучению сотрудников
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CONTINUITY OF OPERATION PLAN TESTING

 Risk Management as the Basis of MoF Information Security
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Testing is performed in compliance with the testing regulations.



In the process of testing, the staff acts in compliance with the emergency instructions contained in COO Plan and Regulations.



It is mandatory to create a group of supervisors (controllers) from stakeholder divisions.



Based on testing outcomes, the following are generated:

Testing protocol;

Testing report, 

including result analysis and proposals for COO Plan fine tuning.



















Contact Data:

7 Sovetskaya Street, Minsk, Republic of Belarus, 

 

THANK YOU FOR ATTENTION!



minfin@minfin.gov.by

+375 17 222-61-37

+375 17 222-42-49

+375 17 222-45-93
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According to STB 34.101.52-2016 acceptable ClIIO downtime shouldn't exceed 8.5 hrs/year.

Single downtime - up to 1 hour.
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SELECTION	OF	POSSIBLE	TECHNICAL	AND	
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According	to	STB	34.101.52-2016		acceptable	CIIO	downtime	shouldn't	exceed	8.5	hrs/year.	

Single	downtime	-up	to	1	hour.

Downtime	

cost

Recovery	cost

Time

Cost

Best	option
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Business Continuity Planning and IT Risk Management

Nazim  Kasumzade

Head of IT Department

State Treasury Agency





WHAT IS IT?



BCP (business continuity planning) – is a framework to prevent potential threats and ensure recovery in the event of a disaster.





WHY IS IT NEEDE?



Serves as a formal set of rules in the event of a disaster

Defines the notion of disaster (scope)

Appoints disaster managers

Identifies disaster management working groups and their chiefs, and reporting lines in the event of a disaster.

Appoints those in charge of public relations

Identifies resources and procedures required for disaster recovery

Identifies key organizations which must be notified (suppliers and budget organizations)

Documents procedures for testing and recovery to minimize the likelihood of misunderstanding and miscommunication during recovery 

Identifies alternative sources of delivery and suppliers

Identifies key data storage, security, and recovery principles 





HOW IS IT DONE?



Assessing and classifying risks

Measuring the business impact of each risk

Designing a business continuity plan

Testing - > Updating - > Testing - > …….. - > Finalizing

Identifying emergency communication lines and an emergency contact list 

Holding regular training sessions







HOW MUCH WILL IT COST?



The cost will depend on a variety of factors – not least on recovery point objective and recovery time objective. 

The cost will also depend on the level of technical support. The significance of the system (core business applications, non-core software, etc.) will define the level of technical support:

24/7 – response time < 30 minutes for hardware 

24/7 – response time < 30 minutes for OS 

24/7 – response time < 30 for applications 

The next banking day – for non-core applications and auxiliary hardware 

 







HOW CAN I BE SURE THAT IT WORKS?



KPIs & KRIs may be used to understand how well the BCP system works 

KPIs are used for:

Monitoring and analysis of the current business status

Identifying required changes

Detailing the list of necessary steps

Measuring results

Measurable:

% of recovered capacity

Recovery time

% of capacity restored in the organization

…….

Non- Measurable:

Recovery quality

Organization’s satisfaction with recovery time

…….





WHERE DID IT ORIGINATE AND WHAT ARE THE GUIDELINES FOR DESIGINING A BCP?



BCP originated in the IТ industry. 

The original standards were designed by the American National Standard Institute (ANSI), International Standards Organization (ISO), and the National Institute of Standards and Technology (NIST).

Modern BCP basics:

ISO 22301 – BCMS – Requirements

ISO 22313 – BCMS – Guidelines

ISO 22315 – BCMS – BIA Guidelines

BCMS Template

https://www.ready.gov/business

Proprietary data center certification:

https://uptimeinstitute.com/

Staff training:

http://www.thebci.org/
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*

Vienna, Austria

May 30 – June 1, 2017

Results of TCOP activities in FY 2017





*











TCOP Action Plan for FY 2017 

(July 2016 – June 2017)



Was developed in accordance with:

The PEMPAL Strategy 2012-2017

Results of TCOP member surveys, including that in Chisinau in May 2016. 



Is meant to provide for

     achievement of 4 strategic goals of PEMPAL:

Promotion of PFM reforms that are priorities for TCOP members, with the focus on national treasuries reforms

Provision of high quality resources and knowledge services to TCOP members

Forming a highly professional community of treasury specialists in TCOP countries

Gaining support for TCOP activities and for activities of PEMPAL as a whole from top management of treasuries from member countries. 





*











*

TCOP Executive Committee     



                Zaifun Yernazarova, 

                   TCOP Deputy Chair, 

                  Head of Department, 

                   MoF, Kazakhstan      

                                       

                                                                               

             Vugar Abdullayev, 

              TCOP  Chair, 

              Deputy Head ,

              State Treasury,  Azerbaijan      

                                       

                                                                               

Nino Tchelishvili , 

TCOP Deputy Chair,

Deputy Head, State Treasury, Georgia      

                                       

                                                                               

Mimoza Pilkati,  

Head of Department ,

State Treasury, Albania      

                                       

                                                                               

Alexandr Demidov, 

Deputy Head, State Treasury, Russian  Federation      

                                       

                                                                               

Ludmila Gurianova, 

Deputy Head, State Treasury, Belarus       

                                       

                                                                               

Angela Voronin, 

Deputy Head, State Treasury, Moldova    

                                       

                                                                               

          Ismatullo Khakimov,

  First  Deputy Head, State Treasury,  Tajikistan      

                                       

                                                                               

                Marija Popovic, 

                  Head of Department, 

                   MoF, Montenegro      

                                       

                                                                               











 TCOP activities in 2017 were carried out in 4 main thematic areas

*







Format of Events Held in FY 2017

*







TCOP Thematic Groups



*





*









Group “Cash Management”



*

		Was established in 2015. The group includes 11 countries (Albania, Azerbaijan, Belarus, Georgia, Kazakhstan,  Moldova, Russian Federation, Tajikistan, Turkey, Croatia and Montenegro)

		From the moment of its establishment, the group held:



         3 workshops   

         6 videoconferences

         1 thematic survey

		During FY2017, the group held 2 events:



     Thematic videoconference – October 19, 2016.

     Small scale workshop in Moscow – April 4-6, 2017.







Group “Cash Management”: 

Workshop in Moscow, Russia

*







Workshop in Moscow

*







Group “Cash Management”:

Thematic Videoconference

*

		The videoconference was held on October 19, 2016, the topic was: “Use of Financial Instruments in Cash Management”

		International expert Mike Williams made a presentation that describes different tools, most often those that are applied for setting the balance, both in the sphere of borrowings and in the sphere of capital investments

		Once again importance of the TSA is emphasized as being a tool for centralized cash management.  Use of the TSA improves control and planning, reduces administrative costs, and allows for more efficient cash management due to concentration of public cash in one place.









Group “Cash Management”

		Main interim results of the group’s work:



Experience of Albania, Azerbaijan, Georgia, Moldova, Turkey and Russia in cash management was studied

Members of the group deepened their understanding of such aspects as functioning of the TSA, targeting of balances, the target level of the cash balance, etc.

 A report on the results of the thematic survey on functioning of the TSA in the TCOP member countries.

*







Group “Use of IT in Use of IT in Treasury Operations»

		Was established in 2013. The group is comprised of 10 countries (Albania, Azerbaijan, Belarus, Georgia, Kazakhstan,  Moldova, Russian Federation, Tajikistan, Turkey and Montenegro)

		From the moment of its establishment the group held:



         3 workshops (Minsk, Tbilisi, Kishinev)

         3  study visits (Ankara, Seoul, Vienna)

         6 videoconferences

		In the course of FY2017 the group held 1 event - 



      A study visit to the Ministry of Finance of Austria – March 20-22, 2017.

*







Group “Use of IT in Treasury Operations”: Study Visit to Austria

*







Study Visit to Vienna



*







Group “Use of IT in Treasury Operations”

*

		Main results of the group’s work:



Experience of a number of countries with implementation of FMIS has been studied

Representatives of Tajikistan enhanced their understanding of functionality of the Turkish information system, which allowed them to adapt it to the needs of their country.

 Deeper understanding of issues related to organization of IT support services at the Ministries of Finance / Treasuries







Group “Use of IT in Treasury Operations”

*

		Main results of the group’s work:



Colleagues from Belarus used expert collegial opinion of the group members in the course of elaboration of the new FMIS Concept.

Colleagues from Georgia got in Seoul new ideas on integration of the treasury information system with the public procurement system.

Introduction and access to resources of the FMIS COP of the World Bank.







Groups “Accounting and reporting in public sector”

		Were established in 2013 for 3 areas:



  -      Accounting for public assets

  -      Consolidation of financial statements

  -   Accounting standards, which continues its work also at present being comprised of 7 countries (Belarus, Georgia, Moldova, Russia, Tajikistan, Turkey and Montenegro)

		From the moment of its establishment, the group on Accounting Standards held:



         3 workshops (Podgorica, Tbilisi, Minsk)

         1 videoconference

		In the course of FY 2017 the group held 1 event - 



      Workshop in Minsk, Belarus – October 3-5, 2016.

		



*







Group “Accounting Standards”:

Workshop in Minsk, Belarus, October 2016



*







Workshop in Minsk

*







Group “Accounting Standards”

		Main results of the group’s work:



Peer expert support has been provided to several countries, including Montenegro and Belarus in the issues of implementation of international standards

 Experience in the sphere of review of discrepancies between the national methodology and international standards has been considered

Experience of a number of countries related to implementation of accounting standards that comply with international ones has been studied

*











*

Knowledge Products Developed in the Framework of the TCOP







Next Steps

To identify TCOP thematic priorities for the next mid-term period.  To harmonize the TCOP Action Plan for 2018-2020 with them ( in accordance with the new PEMPAL Strategy) 

Detailed specification of the TCOP Action Plan for FY 2018, taking into consideration results of survey of TCOP members in Vienna

      - Determination of topics for planned events

      - Identification of venues and time of events, including those for the TCOP plenary meeting in 2018.

*





*









TCOP Action Plan for FY 2018

 4 face-to-face meetings are planned:

		Small scale workshop on accounting and reporting in the public sector (fall 2017, preliminary venue - Dushanbe, Tajikistan)

		A study visit of the Cash Management Group (fall 2017, the venue to be determined)

		Small scale workshop of the group on use of IT in treasury operations (February – March 2018, preliminary venue – Tirana, Albania)

		TCOP plenary meeting  (May 2018, the venue to be determined)



       Specific topics, final dates and locations of the events would

      be determined based on the results of the survey of TCOP

      members in Kishinev

*







Information on the TCOP activities

*





*









*





*















Buluios pajsiss Ies
juswebobup  aINHPUSC
































34
ad





Buiuips pajsiss 18
jusweboup  ainjipusd:








¢ Risk management

* Use of information technologies in
treasury operations

e Cash flow management

Treasury

Function

e Accounting and reporting in the public
sector
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TCOP Plenary
meetings

Small scale
workshops

Study Visits

1 TCOP Plenary meeting with participation
of 50 persons (Vienna, 2017)

2 small scale workshops (Minsk and
Moscow), with participation of 88 TCOP
members

1 study visit was organized (Vienna), with
participation of 19 TCOP members




Thematic
videoconferences

Executive Committee

Joint meeting of PEMPAL
COPs Executive
Committees

¢ 2 videoconferences were held with
participation of 65 TCOP members

e TCOP Executive Committee held 4 meetings
(including 3 videoconferences)

¢ 1 joint meeting of the PEMPAL COPs
Executive Committees (Bern, July 2016)




Group on Cash Management

Groups on accounting and reporting in the
public sector, with focus on:

® Accounting standards
e Accounting for public assets
* Consolidation of financial statements

Group on use of IT in treasury operations

Group on “Evolvement of the Treasury Role and
Functions”
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® Gaining more detailed understanding by participants of
management issues that are priorities for them and
forecasting liquidity based on the experience of the Russian
Federation.

e Discussion of strengths and challenges that the country
encounteredin the course of streamlining its cash position

e Participants got familiar with advanced experience of Russia
in cash management, including approaches to functioning of
the TSA; operations with balancesin the TSA; planning,
forecasting and targeting balances in the TSA.

¢ Deepening understanding of the important role of IT in cash
management.

e Members of the TCOP thematic group on cash management
— 43 participants from 11 member countries

* The detailed report and materials of the event could be
found at the PEMPAL web-site:
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¢ Introduction of main characteristics and functions of FMIS
on the basis of SAP R/3 that is applied in Austria to
members of the group

¢ Showcasing the modules used in budget planning, in
treasury operations, in debt management, etc.

e Participants of the visit received detailed information on the
experience of the hosting countryin the part of
implementation and application of the SAP R/3 system

¢ Detailed information was obtained on key processes in SAP
R/3, including budget planning and execution; carrying out
treasury operations and federal debt management; etc.

e Members of the TCOP thematic group on use of IT in
treasury operations — 19 participants from 8 countries
* The detailed report and materials of the event could be

found at the PEMPAL web-site:




















» Deeper understanding by TCOP members of practical
issues related to implementation of international
standards harmonized with IPSAS

* Provision of expert peer support to representatives of
the Ministry of Finance of the Republic of Belarus in
implementation of accounting reforms

¢ Introduction to participants of the experience of
reforming the system of accountingin the public sectorin
member countries and in other countries of the region,
and also of the work carried out in the EU in connection
with elaboration of accounting standards in public sector

e [pegocTaBieHNe peKOMeHAALMI Koeram U3 benapycu

e Members of the TCOP thematic group on accounting
standards — 45 participants from 13 countries

¢ The detailed report and materials of the event could be
found at the PEMPAL web-site:




















- Final report on the work of the TCOP thematic group on Asset
Management

- Practical Guidance on Consolidation of Financial Statements

- Report on the results of the Survey on practice of Treasury
Single Account functioning in PEMPAL member countries

- Detailed Reports on all events held in FY 2016, which among
other things contain main results of discussions
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Our Mission

IA COP offers support to its member countries

 in establishing modern and effective Internal Audit system that 

meets international standards and best practices and 

is a key for good governance and accountability in the public sector

Our Core Values

Professionalism, dedication to reforms, commitment to sharing knowledge 

and experience with the community (as professional family of peers), 

trust, unity and respect to diversity of 23 member countries  

Our Motto



UNITY IN DIVERSITY



Our Hymn

PEMPAL – my team, my dream, my love!

You give me everything that drive!

PEMPAL my family forever,

You are the guiding star in all my life.





Balanced Scorecard
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Customer

 

To serve our 

governments

Internal Processes 

 

To maintain and develop a 

volunteer network of internal audit professionals through ‘peer’ learning, 

knowledge management 

with range of activities

Financial

 

Accomplish donors’ needs and make best value for money of PEMPAL with the help of Secretariat

Learning and Growth 

 

Develop the volunteering, Executive Committee leadership, self sustainability 

of IACOP Working Groups, coordination with Steering Committee and other COPs 

























PEMPAL 

Steering Committee

Executive Committee

led by Chair

World Bank (WB)

SECO, Russia, Dutch Academy and others

Organizations and professional associations (the IIA, CIPFA, etc.) and resource people



         Funding, professional        support





Professional support



logistical support







Leadership+ Funding

Information



Guidance/Fiduciary

Information



Lead of the 

Community (Arman)



Internal 

Control

WG

Internal Audit Community of Practice 

(23 member countries)



Bank TL (Elena)

SC member (Marius)



Audit in 

Practice

(AiP)

Secretariat
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Strategic Priorities

Priority themes in FY 2016-2017 and within the next five years:

Public Internal Control - FMC implementation with emphasize on accountability and transparency (new ICWG)

RIFIX WG - Relationship of Internal Audit with Financial Inspection and External Audit (continuing working group to be closed in FY 2017)

Audit in Practice - Practical implementation of audit cycle, different type and models of audits, including IT solutions  (AiP - new WG)

Central Harmonization Units: challenges at different stages of reform

Promotion of IACOP, including the existing knowledge products and experience gained in ongoing and previous working groups: T&C, CPD, RA, QA, Body of knowledge





The format of events proposed:

 Plenary, working group, thematic meetings, ExCom members  and leaders’ meeting,  study visit

 Promotion activities, including distribution and of existing knowledge products

 IACOP peers’ advisory missions and reverse study visit (type of thematic meeting)

 Videoconferences, webinars (for thematic meetings)







Good Practice Products



















Quality Assessment 
Application

7











Community enabling groups

 

Agenda activists: identify new topics 

Quality’ s friends: identify strong & weak points improving for futures

Social reporters: collect memories form social events, but not only

External messengers: prepare communique or resolution to make us visible 

Value detectives:  explore created values shown outputs and impact 

Community keepers: find solutions for sustainability: welcoming new members, contacts with photo on wiki, thank letters
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Quality friends

If nothing bad is ever said, nothing good will ever get done!





Things that need to be improved:

Positive feedback:
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Value Detectives 



Explore created values

Collect evidence of impact 

Record evidence in attractive way
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Key questions

What value do members gain from participating in the activities?

What value is being generated by the knowledge products?

How do people use the knowledge products, how their work as a reform leader in the area of Internal Audit is improved?

How has the application of knowledge and other products contibuted to PFM reforms in member countries?

11









http://pempaltc.wikispaces.com/37th+IACOP+meeting+-+Plenary –RESULTS – value detectives

		Country		PEMPAL documents / experience		Outputs		Impacts

		Moldova		Quality Assessment Guide		There was developed the Draft Regulation on EQA		5 internal audit units assessed in 2017

		Albania		Manual for Continuing Professional Development		Discuss and share experience with others countries		Have to prepare the IA Continuous Program training in public sector 

		Bulgaria		Discussion and presentations QA and RIFIX,

Document for EAA (External Audit Assessment)		Cooperation  Agreement MOF- SAI –FI (upgraded methodology)
Useful questions from the questionnaire 		Improvements of the IA and FMC system

		Kyrgyz Republic		Internal Audit Manual Template
Risk Assessment Guide
Quality Assessment Guide
Experience from peers: legislation, methodology from PEMPAL member states		Draft internal audit manual 
Draft risk assessment guide
Draft of quality assurance program		It influenced the development of internal audit function in the country and also the effectiveness of public institutions 

		The Russian Federation		Quality Assessment Guide

RIFIX concept paper

Risk Assessment in Audit Planning		Approach to be used, indexes

Collaboration and relationship between IA and FI
Partially used		Could be implemented and used 
Is used in regulating the relationship, using the results of audits
Decided to be used by internal audit units
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Structured database







Newspaper 
& talk show
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Tools, competencies and logistics

Simple office stationery





Few a little bit more advanced gadgets





Enthusiastic, creative and dedicated people































„I would just like to take the time to say thanks to all of you, firstly for having invited me to take part in last week's PEMPAL meeting and of course secondly for the very warm welcome that I received whilst there.

The European Commission places high importance to the improvement of Internal Control in the countries that we deal with and we have considerable experience in coaching and monitoring reform efforts.

It was my pleasure to contribute to the meeting from this perspective and I certainly came away impressed with the quality of debate at the event. I was also impressed by the standard of knowledge products that PEMPAL has already produced.

More importantly, the sense of enthusiasm that you three (in particular) demonstrate was clear for all to see, and you deserve many congratulations for your efforts to lead this PEMPAL 'family'.”

Raymond Hill, European Commission



„I would like to thank you again for the warm welcome and all the arrangements in Budapest. The Conference was a success with a good mix of presentations and interactive debates and workshops.  

I will ask for the possibilities to organize a Conference in Brussels in February next year.”

Katleen Seeuws, Belgium
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Latest feedbacks
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THANK YOU FOR YOUR KIND ATTENTION!
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